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 Preface  

Á Author and company  

This book has been provided by different authors from the development staff of intarsys 
GmbH. 

Á Trademarks  

Wherever possible and where the authors were aware of a trademark claim, such 
designations are marked as trademarks in this book. 

jPod is a trademark of intarsys consulting. 

Sun, Java and JavaScript are trademarks of Oracle 

Microsoft and Windows are trademarks of Microsoft Corporation. 

Á Who should read this book  

This book provides both an overview of the product design and architecture and a 
reference for using the components and services. 

So, this is the document for architects, developers and operators. 

Á Reviews and comments  

We make constant efforts to improve our documentation and meet your requirements. 
Your comments are welcome and are a valuable resource for us. 

Email: support@intarsys.de 

Website: www.intarsys.de



Á Disclaimer  

Every effort has been made to make this book as complete and accurate as possible, but 
no warranty is implied. 

¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǇǊƻǾƛŘŜŘ άŀǎ ƛǎέΦ ¢ƘŜ ŀǳǘƘƻǊǎ ǎƘŀƭƭ ƛƴ ƴƻ ǿŀȅ ōŜ ƭƛŀōƭŜ ǘƻ ŀƴȅ ǇŜǊǎƻƴ ƻǊ 
entity with respect to any loss or damages arising from the information contained in this 
book, or from the use of the disks or programs that may accompany it.
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Introduction  

Sign Live! cloud suite gears provides a set of components to be embedded in web 
application or web service environments. 

This book gives an overview of the architecture and design decisions for Sign Live! cloud 
suite gears, along with a detailed reference of how to configure and use the components 
and services. 



 

 

1. Overview  

Sign Live! cloud suite gears provides workflow enabled components, ready to be used 
easily in web based (and for some part, fat client based) products. 

It provides a variety of features for simplifying the task of signing and validating 
transactions and documents that are simply plugged into your existing application. 

The built-in protocols and algorithms provide best of breed support for all modern 
documents, protocols and standards. 
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2. Building blocks  

2.1 Services 

2.1.1 Meta  

Here you can collect meta information on the gears backend services. 

2.1.2 Signer 

The signer service provides signatures for a collection of documents. 

It is a one-stop solution for 

¶ Different document types 
o PDF 
o XML 
o Images 
o Generic file content 

¶ Different signature creation devices 
o Soft certificates 
o Remote signing backends 

Á AIS 
Á sign-me 

o Smartcards 
o HSM 
o Tokens 

¶ Different signature formats 
o PDF intern (PAdES) 
o CMS (CAdES) 
o XML (XAdES) 
o ASiC 

¶ Different signature "decoration" 
o Visible fields & their appearance 
o Timestamping 
o Long term validation 

¶ Different authentication levels 
o Advanced 
o Qualified 

You hand a collection of documents, along with a description of the signature process to 
apply. The service will coordinate all necessary participants, gather consent and reply with 
the signature containers created. 

2.1.3 Viewer  

The viewer allows for previewing and sometimes interactive manipulation of the 
documents to be signed. 
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It is implemented as a HTML5 web application and should be usable on any device that is 
able to render HTML5. 

The viewer is customizable to improve integration in your workflows. 

2.1.4 Explorer 

The explorer allows to handle a batch of documents interactively before forwarding them 
to other services (like the signer). 

The explorer is customizable to improve integration in your workflows. 

2.1.5 Timestamper  

The timestamper service provides document timestamps for a collection of PDF 
documents.You hand a collection of documents, the service will coordinate all necessary 
participants and reply with the signature containers created. 

2.2 Modules  

Optional additional components for the above services are encapsulated in modules that 
can be attached on a per site basis. 

Examples of such modules are  

¶ AIS signature creation device (a Swisscom service) 

¶ sign-me signature creation device (a D-Trust service) 

¶ HSM signature creation device 

¶ Smartcard signature creation device 

2.3 Operator console  

The operator console allows direct access to the gears application server. It provides 
access to runtime state and allows manipulation of certain state. 

An example for this is the presentation of pool state and the ability to stop, suspend, 
resume and start the pool. 

2.4 Admin console  

An administrative console to manage and control information that is used in the gears 
runtime. 

The administration console is external to the gears application, the two are coupled via 
external storage, e.g. a database. 

You can for example configure tenant, client application and user specific settings. Use of 
the console is highly dependent on your individual gears installation. 

2.5 Demo client  

An important source of documentation is the complete "demo client" application that is 
included in the SDK. 

The demo client is an Angular HTML5 application, relying on JAX-RS based web services. 

The demo is included both in binary and source form. 



  Architecture 
 

23 

3. Architecture  

3.1 Overview  

This is the high-level overview of components involved in a typical gears architecture. 

 

The green components are part of the Sign Live! cloud suite gears product family. The red 
ones are standard products (like the browser), the blue are third party components, 
optionally involved in the overall architecture (like the trust service provide TSP shown top 
right).  

The yellow ones are the components you are developing yourself. 

3.1.1 Communication channels  

3.1.1.1 Synchronous signature  

The simplest communication happens when creating a synchronous signature.  

The user requests a signature in your application, your application sends a signature 
request and the signature result is returned (e.g. when using the unauthenticated demo 
device). 
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3.1.1.2 Remote signature  

The remote signature typically requires some consent and as such is asynchronous. 

After requesting the signature, your application is required to redirect to a location 
defined by gears.  

The location may be a gears internal page (in this case the gears endpoint must be 
accessible from the user domain)  

 

or a TSP page (the customer domain and user domain must be allowed to access the TSP 
domain). 
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Depending on the devices involved in the communication there are a number of details 
that have to be taken into account, like 

¶ IP restrictions 

¶ Client SSL 

These requirements are stated with the respective device documentation chapters. 
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4. Installation  

4.1 Overview  

The product is shipped in a ZIP or TAR file, containing 

¶ demo 

¶ doc 

¶ SDK 

¶ webapps 

4.2 System requirements  

4.2.1 Server 

4.2.1.1 Operating system  

The server components are tested and released for 

¶ Ubuntu Linux 24.04.3 LTS 

¶ Red Hat Enterprise Linux 9.1 

¶ Microsoft Windows 2016 / 2019 / 2022 / 2025 server 

4.2.1.2 Microsoft Windows requirements  

To support rendering, native code bindings are required. This native code is linked 
dynamically to  

¶ Visual Studio 2015 - 2022 runtime libraries 

Ensure you have these libraries installed when using the viewer services. 

More information on this topic is available in 4.8.1, Rendering library. 

4.2.1.3 Red Hat Enterprise Linux support  

The server-side use of smartcards and PKCS#11 middleware is currently not supported. 

4.2.1.4 Containerization  

The application can be operated by a container runtime (e.g. Docker) after proper 
container image creation. The creation of a gears container image builds on a base image 
which provides the required Java runtime environment and a servlet container. 

Currently supported base images comprise: 

- intarsys/tomcat:10-jdk17-zulu 

- intarsys/tomcat:10.1.13-jdk17-rhel_ubi9_openjdk 

Please see the cookbook [1] for recipes on obtaining or creating these base images and 
deriving a gears container image for operation. 
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4.2.1.5 System software  

4.2.1.5.1 Java server runtime  

The server components are developed in Java and require  

¶ Java Runtime Environment 17 (64 bit) 

The software is tested and released using Azul Zulu OpenJDK 17.60.17 

4.2.1.5.2 Servlet container Tomcat  

The server components are deployed as "war" files. The server components are tested and 
released using 

¶ Tomcat 10.1.44 (64 bit) 

For server side rendering the Java VM is switched to headless mode automatically (-
Djava.awt.headless=true). 

4.2.1.5.3 Reverse proxy  

In complex installations you should think about installing Sign Live! cloud suite gears 
behind a reverse proxy (like nginx). 

This may ease maintenance when it comes to multi homed servers, load balancing and 
SSL/TLS termination. 

If using load balancing, the current version must use sticky connections for a client IP. The 
system uses special "conversations" that are not reflected in HTTP sessions. If you want to 
use a load balancing technique, please come back to our staff for discussing the 
possibilities. 

4.2.1.6 Hardware  

4.2.1.6.1 CPU 

The system is tested on  

¶ x86-64 

architecture only. 

For normal operation we recommend at least 

¶ medium sized recent Core i5 or equivalent 

Depending on the number of users and system setup (e.g. encrypted file repository, using 
server-side rendering) you may want to increase server power. 

4.2.1.6.2 Memory  

Memory requirements depend heavily on the number of concurrent requests. We 
recommend at least 

¶ 4 GB RAM 

Depending on the number of users and system setup (e.g. encrypted file repository, using 
server-side rendering) you may want to increase available memory. 

4.2.1.6.3 Disk storage  

Beside the software installation requirements 

¶ ~ 1GB (Tomcat, Java, Sign Live! cloud suite gears components) 

You need space for the server-side repository if documents are stored temporarily on the 
server. This depends on number of users, frequency and duration of requests.  
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¶ ~ 10GB 

should be enough in small to medium sized installations. 

4.2.1.6.4 Peripherals  

The system components do not require special peripherals.  

You may have options (like HSM) that require additional hardware. 

4.2.2 Client  

4.2.2.1 Service clients  

There are no special constraints on the service clients. They must provide plain JAX-RS 
payload (JSON over HTTP). 

4.2.2.2 Web browser  

Some components require a browser frontend. This is implemented using HTML5 and 
modern JavaScript features. The following browsers are tested and supported.  

¶ Chrome > 139 (Windows 10/11, Android tablet) 

¶ Firefox > 142 (Windows 10/11) 

¶ Edge Chromium > 140 (Windows 10) 

¶ Safari > 18 (MacOS, iPad) 

4.2.2.3 Bridge  

Some components access resources on the client machine. To achieve this, a local 
software component (bridge) has to be installed. 

To access smartcards, all required drivers must be preinstalled. For the supported client 
environments see the software requirements defined in the "cloud suite bridge" manuals. 

4.2.3 3rd party  

Depending on the system setup there may be additional requirements to be met. 

4.2.3.1 Database  

Some system setups ƴŜŜŘ ŀ ŘŀǘŀōŀǎŜ όŀǳŘƛǘ ƭƻƎƎƛƴƎΣ ǇǊƻŦƛƭŜǎΣ ΧύΦ 

The system comes with a bundled internal database (H2). This is not recommended for 
production. 

You should provide a database installation in this case. The database can be installed on 
any server and is accessed using JDBC.  

Our software components need DDL privileges on the associated database scheme, as by 
default the database is created and maintained by internal scripts. 

The system is tested on 

¶ H2 

¶ PostgreSQL 12.15 

¶ MariaDB 10.5 

4.2.3.2 HSM 

You can use an HSM (hardware security module) to create signatures on site. 

Depending on the hardware supplier you must provide special network setup for 
accessing the HSM. 

4.2.3.3 Remote signatures  

You can use remote signature providers for creating signatures. 
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Beside the local product requirements, these providers may need special setup for the 
networking environment (proxies and firewall). 

You must look up these individual requirements in the respective provider/module 
documentation. 

General discussion for proxy handling can be found in the appendices. 

4.3 Documentation  

The documentation is contained in the "doc" folder of the deployment. 

Additionally, the service API is documented using the swagger (OpenAPI) specification 
language. The documentation endpoint is  

http:// <host>/<gears context>/apidoc/index.html 

4.4 Installation Process  

4.4.1 Server 

Perform the following installation steps: 

1. Install Java Runtime  
2. Install Tomcat 
3. Deploy the "cloudsuite-gears#core.war" into the Tomcat webapps directory. For 

further details read chapter 4.5. 
4. Open the following URL in the browser 

http:// <host>:8080/cloudsuite-gears/core 

 

4.4.2 Client  

For the installation of the client component bridge see the corresponding documentation. 

4.5 Web Apps  

4.5.1 Web App "core"  

You can install the core gears services by simply deploying the "cloudsuite-
gears#core.war" to a standard servlet container. 

The servlet container used for testing is Tomcat 9.0.x. 

This will deploy the default product installation which can be used directly in combination 
with the "demo" from the webapps folder. 

If you need further refinements, see the section "Configuration" of this manual. 

The core web application needs write access to the ${cloudsuite.data.shared} directory. 
This means that for a Linux installation, you must create this directory and grant access to 
the user running the servlet container. 

4.5.2 Web App "demo"  

You can install a demo web application that interfaces to the core gears services by simply 
deploying the "cloudsuite-gears#demo.war" to a standard servlet container. 

4.6 SDK 
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The SDK folder contains sources and JAR files that can ease the client implementation 
when using the Java language. 

It contains API stubs that can be directly used for development. 

The resources in this directory are not required to write a fully functional client. They are 
included to ease Java based client development. 

4.7 "demo"  

This directory contains the complete sources for the "demo" web application.  

This application has a backend, written based on JAX-RS in Java and an Angular frontend. 

4.8 Miscellaneous  

4.8.1 CWT Rendering library  

The CWT rendering backend used for annotations uses the "freetype" native code to 
handle font programs. When rendering fails, the reason may be a missing or otherwise 
malformed "freetype" library. 

First, we try to access a "freetype/.dll/.so/dylib" using the current process path lookup. On 
most Unix systems this will succeed as freetype is a de facto standard there. 

If this fails, we try to extract a matching binary from the resources we deploy with the Sign 
Live! cloud suite gears platform code. 

This can fail now for a variety of reasons, the most obvious being: 

¶ you have an exotic platform and we have no binary packed for this one 
Ą You must switch to a supported backend platform 

 

¶ we try to make a dynamic deployment, but your virus scanner believes this is an 
attack and prevents loading 
Ą You must adapt your virus scanner setup or you provide a static installation of 
freetype on the system binary path. 

 

¶ you have a Windows platform and the required Visual Studio 2015 - 2022 
runtimes for dynamic linking are not installed, thus the provided freetype.dll 
cannot resolve its dependencies 
Ą Ensure the Visual Studio 2015 - 2022 runtime library is installed. You can do 
this simply by installing Sign Live CC! or you can download the Visual C++ 
Redistributable Package directly from Microsoft. 

4.9 Version check web app  

4.9.1 In the browser log  

All Sign Live! cloud suite gears web apps will print a version signature in the browser log 
upon start up: 

cloud suite gears demo v.8.0.0, Build 21, 2018 - 04- 23T16:12:13.461Z  

4.10 Version check server  
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4.10.1 In the WEB-INF directory  

In cases you need to physically check the installation version on the deployed server 
application, you can look up the "<webapp>/WEB-INF/version.txt". It contains tags that 
describe the artifact version 

version=8.0.0  

build=321  

timestamp=Mon Apr 23 14:15:54 CEST 2018  

4.10.2 In the log  

The log file is the most important source of information for troubleshooting an 
installation. You can find the version of every component contained in the deployment 
near the beginning of the log file 

[23.04.2018 - 14:19:02.442][I][d.i.spring.tools    ][ocalhost - startStop - 1][] version info:  

[23.04.2018 - 14:19:02.442][I][d.i.spring.tools    ][ocalhost - startStop - 1][] intarsys -

cloudsuite - gears - core - backend (intarsys - cloudsuite - gears - core - backend - 8.0.0.jar), 8.0.0, 

local, Mon Apr 23 14:15:54 CEST 2018  

[23.04.2018 - 14:19:02.541][I][d.i.spring.tools    ][ocalhost - startStop - 1][] + -  ASM (asm-

5.0.4.jar), 5.0.4  

[23.04.2018 - 14:19:02.546][I][d.i.spring.tools    ][ocalhost - startStop - 1][] + -  Apache 

Commons Codec (commons - codec - 1.10.jar), 1.10, trunk@r1637108; 2014 - 11- 06 14:14:12+0000  

[23.04.2018 - 14:19:02.547][I][d.i.spring.tools    ][ocalhost - startStop - 1][] + -  Apache 

Commons DBCP (commons- dbcp2 - 2.1.1.jar), 2.1.1, tags/DBCP_2_1_1_RC1@r1693845; 2015 - 08- 03 

00:33:18+0000  

4.10.3 On the client  

To check correct installation or version check your installation, you can simply request 

<proto>://<host:port>/cloudsuite - gears/core/api/v1/meta/version  

or 

<proto>://<host:port>/cloudsuite - gears/demo/api/v1/meta/version  

This will return version information on the currently installed services. 
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5. Design details  

5.1 Flow 

A "flow" is our name for the interaction or "workflow component" or "use case" that is 
initiated by the client via the service calls. 

Such a flow is for example a "signature creation interaction". It may be as simple as a 
synchronous call to a service, returning the result immediately or as complex as a 
redirection between multiple parties involved for preview and authentication.  

Anyway, the client only sees a standardized API of modest complexity - the server 
manages the flow to a defined outcome - either success, cancellation or failure. 

Flows are created directly by the client, using the respective "create" methods of the 
available services. 

A flow is represented using a conversation internally. 

5.2 Conversation  

A conversation is the protocol representation of a flow. It represents state in a distributed 
workflow where a single step can have asynchronous, interactive parts. 

If, for example, the client requires a signature, it sends a "signer/create" request to the 
Sign Live! cloud suite gears server. In a classic scenario, the server would have received 
the request along with the required credentials, signed it and returned the PKCS1 or CMS 
data structure.  

Nowadays, it is quite common to make backend components more complex, partly to 
provide more "plug and play" features to a client, partly because regulatory requirements 
force logic to be situated in the backend.  

So, the server still receives the request and the hash, but now decides on its own if and 
how to authenticate and authorize the user. Most important, he may send a request to 
enter a PIN, OTP or any other kind of credential. This is a "sub interaction" to the client 
initiated one. The client has to take the role of a user agent, switch his application context 
and request the credentials from the user. The implementation and scope of this 
interaction may even be transparent to the client in form of a web redirect to a backend 
provided page. 

This diagram shows these two interactions on a quite high level. One can see that the 
interaction is considerably more complex. Given the fact, that "redirect" is only one 
pattern that can arise in such a conversation (and even this is not necessarily 
standardized), there is a good piece of work to do. 

Let's summarize some of the more common patterns that can be managed using the 
"conversation" paradigm: 

 

¶ redirect 
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o OAuth2 
o proprietary 

 

¶ credential prompts 
o requesting PIN, OTP, mTAN and the like 
o protocols 

Á HTTP authorization headers 
Á proprietary 

 

¶ polling 
o availability of result is signaled by a flag on the backend 

 

 

The conversation implementation is built based on a generic protocol that supports 
plugging new interaction patterns. For each pattern we need client and server 
components that know how to handle the respective states in the conversation. The 
components drive the interaction to the next state or a final result. 

Sign Live! cloud suite gears has component implementations for both client and server to 
handle the internals of a conversation. 

A typical client will only have to include the "csconversation-<nn>.js" library and provide a 
redirectUri to enable the implementation to re-enter the client workflow. 

5.2.1 Reply stage  

The state of the conversation, as far as the directives for the next communication steps 
required to drive the conversation further are concerned, is represented in a "reply stage". 

A simple reply stage may be a "result stage", indicating conversation end and transporting 
the result object. 

A more sophisticated one is a "redirect stage", holding information about a web target 
that should be called in order to make the next step. 

5.3 Document  
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A document is a central target for all services.  

A document can be provided 

¶ literal 
The document content data stream is provided at the service API. The content is 
copied and client and server do not share any data. 

¶ by handle 
This special type is currently used internally only. A document can be referenced 
by its opaque handle to the document repository without copying any data. 

The document is initially provided by the client and sent to the server via the 
TransportDocument type. On the server side, unless it was a handle to an existing 
document, the document is streamed to a repository location. 

An example for a valid literal document 

{  

 "type": "d",  

 "name": "mydoc.txt",  

 "content": "<base64 content>"  

}  

Via the repository a flow can access the document data. 

5.3.1 Document Properties  

A TransportDocument can be decorated with generic document properties. The meaning 
of the document properties is defined in the context of the services only that act on the 
TransportDocument input and output. As such they are not really part of the document 
but "sidecar" information from or for the service implementation. 

For example, the ResultSigner data structure uses the document properties to give a 
reference to the original signature target (which is important in case of detached 
signatures). 

Example 

{  

 "type": "d",  

 "name": "mydoc.pdf",  

 "content": "<base64 content>",  

 "properties": {  

  "signature": {  

   "targetName": "mydoc.pdf"  

  }    

 }  

}  

5.3.2 Document attachments  

For some services, we need more than one document to completely describe the input. 
This is for example the case with CMS signatures, when a signature is detached from the 
document to be signed. If we want to provide a CMS signature along with the document, it 
is expected in the άŀǘǘŀŎƘƳŜƴǘǎέ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘ ƛǘǎŜƭŦΦ 

Example 
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{  

 "type": "d",  

 "name": "mydoc.txt",  

 "content": "<base64 content>",  

 "attachments": [  

  {  

   "type": "d",  

   "name": "mydoc.txt.p7s",  

   "content": "<base64 content  

  }  

 ]  

}  

 

5.3.3 Tags 

Tags denote key/value pairs that contain meta information for the document itself. They 
are directly attached to a document and available anywhere where a document is used.  

The semantics of the document tags are defined in the operators that act on the 
document later on (if any). 

A typical use in gears is the enrichment of operator arguments with parts that are specific 
to a given document. This way you can for example sign a batch of documents and define 
the location of the field individually per document. You can even define the field location 
in the document itself ς for this technique please review chapter "workflow integration" in 
the security applications developers guide. 

Document tags can stem from a variety of sources, each of them merged in the 
documents tag set. 

5.3.3.1 TransportDocument properties  

Each entry in the "tags" namespace of the TransportDocument properties is propagated 
to the final document tags. 

Example 

{  

 "type": "d",  

 "name": "mydoc.pdf",  

 "content": "<base64 content>",  

 "properties": {  

  "tags": {  

   "foo": "bar",  

   "zizz": {  

    "zumb": "zork"  

   }  

  }  

 }  

}  

This will result in the tag "foo" with value "bar" and the tag "zizz.zumb" with value "zork". 

5.3.3.2 Embedding  

Tags may be provided by other sources, too. 

The most interesting application is tag extraction from the target document itself. To 
activate tag detection, a documentTagDetector must be specified, as always in the 
factory/args convention. This is a direct argument to the service, on the same level as 
documentSigner. 

Example 
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service call 

POST /cloudsuite - gears/core/api/v1/flow/signer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "documents": [{  

   "type": "d",  

   "name": "mydoc.txt",  

   "content": "<base64 content>"  

  }  

 ],  

 "args": {  

  "documentTagDetector": {  

   "factory": "de.intarsys.document.app.pdf.tags.PDFContentTagDetectorFactory",  

   "args": {  

    "syntax": "separated"  

   }  

  },  

  "documentSigner": {  

   "args": {  

    "digestSigner": {  

     "factory": "de.intarsys.security.app.signature.SignerFactory",  

     "args": {  

      "device": "default@demo"  

     }  

    }  

   }  

  }  

 }  

}  

As you see above, you add these arguments to the RequestSignerCreate. As can be 
derived from the name, this is suitable for PDF documents only. More details can be found 
in the "Security Applications Developers Guide". 

An example document leveraging this technique is enclosed in the gears demo folder. 

5.3.4 Document specific arguments  

Now that we know document properties and tags, we can put them to use to define per-
document arguments to a service call. As an example, we use the "signer/create" call. 

The "signer/create" call is defined using the collection of documents along with the 
"documentSigner" arguments that are applied to each of them. 

Example 
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service call 

POST /cloudsuite - gears/core/api/v1/flow/signer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "documents": [{  

   "type": "d",  

   "name": "mydoc.txt",  

   "content": "<base64 content>"  

  }  

 ],  

 "args": {  

  "documentSigner": {  

   "args": {  

    "digestSigner": {  

     "factory": "de.intarsys.security.app.signature.SignerFactory",  

     "args": {  

      "device": "default@demo"  

     }  

    }  

   }  

  }  

 }  

}  

Now we may have per-document requirements, e.g. to define a specific label for each 
document.  

To support this, before performing the signature, all tags starting with 
"args.documentSigner.args." are extracted and merged with the overall signature 
arguments. 

Example 
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service call 

POST /cloudsuite - gears/core/api/v1/flow/signer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "documents": [{  

   "type": "d",  

   "name": "mydoc.txt",  

   "content": "<base64 content>",  

   "properties": {  

    "tags": {  

     "args": {  

      "documentSigner": {  

       "args": {  

        "decorator": {  

         "args": {  

          "text": "My document"  

         }  

        }  

       }  

      }  

     }  

    }  

   }  

  }, {  

   "type": "d",  

   "name": "yourdoc.txt",  

   "content": "<base64 content>",  

   "properties": {  

    "tags": {  

     "args": {  

      "documentSigner": {  

       "args": {  

        "decorator": {  

         "args": {  

          "text": "Your document"  

         }  

        }  

       }  

      }  

     }  

    }  

   }  

  }  

 ],  

 "args": {  

  "documentSigner": {  

   "args": {  

    "digestSigner": {  

     "factory": "de.intarsys.security.app.signature.SignerFactory",  

     "args": {  

      "device": "default@demo"  

     }  

    },  

    "decorator": {  

     "factory": 

"de.intarsys.security.document.type.pdf.signature.ExtendedDecoratorFactory",  

     "args": {  

      "text": "Default text"  

     }  

    }  

   }  

  }  

 }  

}  

In this example we provide the argument documentSigner.args.decorator.args.text for 
each of the input documents. It will automatically get merged in the actual arguments 
because of the position in the tags.args properties, overwriting the default value "Default 
text" in the argument template. 

5.4 Repository  
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The backend processes documents provided by the client. These documents are held in a 
server-side repository for the duration of the flow. 

The repository can be completely encrypted. The encryption may be purely static using a 
per-installation key derivation or even dynamic, where key derivation includes some client 
provided restricted identification for the flow. 

The repository and the communication protocols work closely together, so that all 
document content is completely encrypted while receiving, processing the "flow" and 
transmitting the result. You will find all details for repository encryption in the section 
"Configuration" of the documentation. 

Additionally, the repository holds the documents only for the lifetime of the flow. After 
flow termination or timeout, all data is erased. 

You should consider that some security measures will lead to performance reductions. 

5.5 Services 

Web services are provided for the business functions of the product.  

These services are designed using a procedural approach, so don't be disappointed when 
we do not push the "REST" buzzword.  

We believe that this design approach is best suited for the product, its scalability and ease 
of use for the client. 

Each service represents a flow and its manipulation. A request to the base address and the 
path "/create" will create and enter this flow. 

Example 

service call 

POST /cloudsuite - gears/core/api/v1/flow/signer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "documents": [  

  {  

  "type": "d",  

  "name": "foo.txt",  

  "content": "aGVsbG8="  

 }  

 ]  

}  

The result of such a request is always a conversation representing the flow that was 
created. Some synchronous scenarios may even contain the result immediately (even so 
wrapped in the conversation protocol). 
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service response 

200  

Content - Type: application/json  

 

{  

 "snapshot": {  

  "stage": {  

   "scheme": "urn:intarsys:names:conversation:1.0:schemes:Result",  

   "id": "3",  

   "result": {  

    "@class": "de.intarsys.cloudsuite.gears.core.service.signer.api.ResultSigner",  

    "value": {  

     "documentNames": [ "foo.txt" ],  

     "signatures": [  

     {  

      "type": "d",  

      "name": "foo.txt.p7s",  

      "content": "MIIEBAYJK...pbE"  

     }  

     ]  

    }  

   }  

  },  

  "conversation": "4e58daf6 - b1f9 - 4f3d - a871 - 8125124b4f0c"  

 }  

}  

In this case we receive a conversation snapshot for conversation '4e58daf6-b1f9-4f3d-
a871-8125124b4f0c', holding a reply stage of type 
'urn:intarsys:names:conversation:1.0:schemes:Result'. This indicates that the call was 
executed synchronously, a result was created immediately and serialized to the client. 

In this case we find enclosed the ResultSigner holding the signature container for the 
requested document(s). 

The content for the request and response is a Base64-encoded byte stream. 
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6. Web UIs 

6.1 Overview  

The product not only provides services, but standalone web UIs for integration in your 
workflows, too. 

These components are not intended to run embedded in your web pages but are full-
blown "mini" web applications on their own.  

The workflow components are entered via a HttpRedirectStage you receive from our 
services and end with a call to your applications redirectUri. 

6.2 Viewer  

The first component provides a web-based viewing of a document. Many signature 
workflows require a "trusted viewer", enabling the user to review the target of signature 
before authorization. 

The web viewer is a HTML5 application that uses server-side rendering and as such should 
run on most modern browsers and devices. The content is guaranteed to look the same 
regardless of environment. 

You can enter the web viewer by starting the "viewer flow" using "viewer/create". You will 
be redirected to the viewer web application. Details for calling the web viewer can be 
found in the "Viewer" reference section. 
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In the toolbar you can see some standard buttons to control the viewer. 

The buttons in the middle are automatically created by using user defined widgets & 
actions. You will find information on this in the later chapters. 

With the button on the right, you can return to your calling application. 

6.3 Explorer 

The explorer allows to see and control the batch of documents provided by the client for 
further processing.  
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Again, depending on your integration needs, you can define pluggable actions that are 
applied to the batch upon user interaction. 

6.4 Control Panel  

The console acts directly on the gears server state and is used by an operator that needs 
to control runtime behavior. 

To access the console, the user needs the "operator" role. This role is by default granted 
without authentication. {ŜŜ ŎƘŀǇǘŜǊ άAuthenticationέ for detailed information about the 
security concept. 

Currently, the frontend only supports basic authentication. 
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6.4.1 Landing Page  

 

When you try to access gears (https://host/cloudsuite-gears/core/) you are redirected to 
the landing page in the user interface path of the application (/ng). From here you can 
access online documentation, the actuator endpoints and the control panel. 

6.4.2 Authentication  

If you switch to the control panel and basic authentication is in place, you will be 
prompted for your credentials. 

 

This depends on your setup, by default, access is granted. 
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6.4.3 Control Panel Home  

Now you see the control panel home page. You can navigate to specific control sections 
from here: 

¶ Device Providers -> Device Management 

¶ License -> License Management 

¶ Password Tool -> Password Tool 

 

6.4.4 Device Management  

6.4.4.1 Device Providers  

The page displays internal state information from the running gears instance. It starts with 
a list of all active device providers. 
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You see the device providers name, along with the active devices. Select "Show device 
providers without any devices" to get a list of all device providers, regardless of state. 

Clicking on a device provider brings you to the list of the devices of this provider, e.g. the 
demo devices. 

6.4.4.2 Devices  

 

From here you can drill in the single device. 
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6.4.4.3 Device  

 

This page shows you the general device attributes, depending on the device type. In the 
action bar of the first card you can request a "Renew", which means the equivalent of 
detaching and attaching the device. For a smartcard for example, this emulates a removal 
and insertion. 

The second card, "Notices", shows active messages attached to the device. 

The third card, "Principals" shows all identities available for this device. In general, this is 
at least one key (represented by the key icon). A principal with a key allows you to 
perform cryptographic operations if you have the required secret. 

In addition, you often see other identities, marked with a certificate icon. 

 

These are most often public key certificates that can be used for verifying the key holder 
certificate itself. 
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6.4.4.4 Principal  

Finally, you can drill down into the principal itself. 

 

Here you see attributes of the principal and the details of the respective X.509 certificate. 

You can download the DER-encoded binary certificate to a local file by clicking the button 
"Download certificate". Lƴ ƻǊŘŜǊ ǘƻ ŎƘŜŎƪ ǘƘŜ ŦƛƭŜ ƛƴǘŜƎǊƛǘȅΣ ŎƻƳǇǳǘŜ ǘƘŜ ŦƛƭŜΩǎ {I!-256 
hash value (e.g. using a Windows checksum tool) and compare it to the fingerprint shown 
in the certificate details section. 

6.4.4.5 PIN Caching  

An interesting field is "Secret". Some principals on some devices support PIN caching, i.e. 
you can enter the PIN once in the console. Later use of the principal (the device) do not 
need to be authenticated by the key holder.  

Be warned that this mode needs careful design of process and execution environment to 
ensure a secure signature process. Some signature creation devices (e.g. certain 
smartcards) require that the PIN is entered by the key holder to explicitly signal consent to 
the key usage. 
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This is the hardcopy of a smartcard based key holder principal, where the smartcard itself 
is configured to support PIN caching (see 
deviceProviders.smartcard.allowSecretFromCache). 

You can press "Request PIN cache" to prompt for the PIN. As the PIN is confirmed against 
the card this is only possible if the card is not currently active (e.g. in some pool)! 

  

 

The PIN can be cached either transiently (default) or persistently. Transient mode keeps 
ǘƘŜ tLb ŀǾŀƛƭŀōƭŜ ƛƴ ƳŜƳƻǊȅ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ǎŜǊǾŜǊ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǳǇ-time and will require 
you to reenter it upon application restart (e.g. when rebooting the server). You can 
achieve persistent PIN storage by explicitly selecting "Store value persistently". In this 
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case, the PIN will be stored encrypted in the gears runtime configuration data and thus 
survive application restarts until explicitly cleared. 

If the PIN is already detected in the cache, you can opt to clear it: 

 

One note on PIN storage: 

The storage mechanism uses the default cryptdec registered with the system for 
encryption. Assuming factory settings, this is a cryptdec deriving its key from the 
ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƳŀǎǘŜǊ ƪŜȅΦ {ƻ ōŜ ŀǿŀǊŜ ǘƘŀǘ ƻƴŎŜ ȅƻǳ ŎƘŀƴƎŜ ǘƘŜ ƳŀǎǘŜǊ ƪŜȅΣ ŎŀŎƘŜŘ tLbǎ 
will become unrecoverable and thus have to be cleared and recached. 

6.4.4.6 Pool Device  

The pool device has some special knobs, so there's a chapter dedicated to this device. 

 

First, we have special properties describing the pool: 

State 
 started | stopped | suspended 

If the pool is started, it accepts requests and delegates to an idle security application. 
If it is suspended, requests are accepted but queue up. If requests keep up to arrive, 
the container will soon run out of threads, though. 
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If it is stopped, requests are denied. For health indication, a stopped pool will be 
published as "DOWN". 

Size 
 The number of registered security applications (e.g. smartcards) 
Active 
 The number of currently active security applications (active requests) 
Pending 
 The number of requests currently waiting for a security application. 

 

The others are properties that are assigned in the pool configuration and are presented 
for reference purposes. 

In the action bar, you can start, stop and suspend the pool, using the respective icons from 
the action bar. 

The second feature for the pool is the management of "filters". 

 

A pool monitors the availability of smartcards (respective the keys they contain). If it 
detects a key that is suitable for use in the pool, it tries to authenticate and register the 
resulting security application. 

Using filters, you can restrict the smartcard it tries to accumulate. 

The default filter for a pool is "usage=signature_with_nonrepudiation", which denotes all 
certificates that qualify for "qualified signatures" (pun intended). This means, this pool will 
by default acquire every smartcard that has a "non repudiation" key on it. 

The trash icon will delete a filter (no filter means this pool will not acquire anything).  

The plus icon allows you to define a filter and opens a dialog box. 

 

You can either directly enter a valid filter expression (this is documented in the "security 
application developers guide") or simply read the constraints directly from a card if you 
ǇǊŜǎǎ Ϧ{ŜƭŜŎǘ ŦǊƻƳ ŎŀǊŘΧϦΦ 
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First you are asked to select one of the connected card terminals. 

 

Then you select one of the available principals. 

 

The resulting filter expression is added to the list. 
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6.4.5 License Management  

This section provides information on the following license aspects: 

¶ installed license files and corresponding states 

¶ license accounts and corresponding usage states 

6.4.5.1 Licenses 

The "Licenses" tab gives an overview of the licenses currently installed in the system: 

 

You can hover over the single table cells in order to display their full value. The table 
columns present the following information: 

Name Description 

Product Name The product name this license has been 
issued for. 

Version The product version this license has been 
issued for. 

State ¢ƘŜ ƭƛŎŜƴǎŜΩǎ ǾŀƭƛŘƛǘȅ ǎǘŀǘŜΦ 

Properties ¢ƘŜ ƭƛŎŜƴǎŜΩǎ ƛƴǘŜǊƴŀƭ ǇǊƻǇŜǊǘƛŜǎΦ 

From Begin of license validity period. 

To End of license validity period. 

Type The license type. 

Quantity The number of licensed units. 

Install Key ¢ƘŜ ƭƛŎŜƴǎŜΩǎ ƛƴǎǘŀƭƭŀǘƛƻƴ ƪŜȅΦ 

 

6.4.5.2 License Usage  

The "License Usage" tab gives an overview of the available license accounts and their 
current usage state: 
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You can hover over the single table cells in order to display their full value. The table 
columns present the following information: 

Name Description 

Name The name of the monitored account. 

ID The ID of the monitored account. 

Available The number of units currently available on 
the account. 

Restriction The restriction being active on the 
account. 

Next reset The time when the account will be reset, 
providing all licensed units again. 

 

6.4.6 Password Tool  

This section provides an option to encrypt the plain password to an encoded password by 
choosing the available encryption algorithms. 
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This page allows you to select an encryption algorithm available in the application using 
the drop-down menu and a text field to provide a plain password. On providing these two 
mandatory values, the ά9ƴŎƻŘŜέ ōǳǘǘƻƴ is enabled.  You can press this button and obtain 
the encoded password in the ά9ƴŎƻŘŜd ǇŀǎǎǿƻǊŘέ ǘŜȄǘ field. 

6.5 Browser security  

6.5.1 Headers  

All web based UIs rely on common browser security features. When requesting UI 
components for rendering, gears will always provide these headers. 

6.5.1.1 referrer -policy  

¢ƘŜ ǊŜŦŜǊǊŜǊ ǇƻƭƛŎȅ ƛǎ ŀƭǿŀȅǎ ǎŜǘ ǘƻ άƴƻ-ǊŜŦŜǊǊŜǊέΦ  

This is currently not configurable. 

6.5.1.2 hsts 

when HTTPS is requested, the HSTS header is always sent.  

This is currently not configurable. 

6.5.1.3 content -security -policy  

This technique supersedes the use of many other security headers and is the main means 
for gears to control browser security. 

The default setting is 

report - uri ../api/v1/meta/csp/report; report - to default; default - src 'self'; style - src 

'self' 'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; 

frame - ancestors 'none'; connect - src *;  

The options in detail 

Option Description 

report-uri ../api/v1/meta/csp/report All csp violations are reported back to gears. You can 
find the entry in the log file. 



  Web UIs 
 

56 

At the time of writing, the report-uri directive is 
deprecated and will be replaced by report-to. 
However, in some browsers it is the only supported 
way to create CSP reports (e.g. Firefox). Therefore, we 
use it together with report-uri to ensure CSP reports 
are captured across all browsers. 

report-to default This directive implements the new Reporting API (v1), 
which uses the Reporting-Endpoints header (see 
below). All csp violation reports are sent in groups 
back to gears. You can find the entry in the log file. 
Note: report-to only works with HTTPS enabled. 

default-src 'self' Sources may only stem from the page origin 

style-src 'self' 'unsafe-inline' Styles may stem from the page origin *and* may be 
set inline. This is a requirement of the Angular 
framework and is considered safe. 

font-src 'self' Fonts must stem from the page source 

img-src 'self' blob: data: Images must stem from the page source or from 
script evaluations 

object-src 'none' No objects may be embedded 

frame-ancestors 'none' The page itself may not be embedded. This is an 
options you may need to overwrite when using an 
embedded gears process. 

connect-src * The page code may connect to any server. 

 

6.5.1.4 Reporting -Endpoints  

The header is set to default="/cloudsuite-gears/core/api/v1/meta/csp/report". 
This is currently not configurable. 

6.5.2 Header configuration  

For spring internal reasons you cannot overwrite the bean defining the security realm (as 
ƻǇǇƻǎŜŘ ǘƻ Ƴŀƴȅ ƻǘƘŜǊ ōŜŀƴǎύΦ !ǎ ǿŜ ŎƻƴǎƛŘŜǊ ǘƘƛǎ ŀ άƘƻǘǎǇƻǘέ ǊŜƎŀǊŘƛƴƎ ƛƴŘƛǾƛŘǳŀƭ 
integrations, we provide special properties to overwrite the certain headers and options. 

The properties have the form 

security.http.<realm>.headers.<header>.* 

¶ for each of the UI security realms 
o securityRealmUICore 

The gears UIs themselves 
o securityRealmUIBridge 

The bridge UI code 
o securityRealmUIAuth 

Some authentication UIs 
o securityRealmUIUpreg 

The UPreg UI code 

¶ for each of the headers 
o content-security-policy 

6.5.2.1 content -security -policy .directives  

The value of the property is the complete header content sent to the browser. 

Example 
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security.http.securityRealmUICore.headers.content - security - policy.directives=  report - uri 

../api/v1/meta/csp/report; report - to default; default - src 'self'; style - src 'self' 

'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; frame -

ancestors 'none'; connect - src *;  

security.http.securityRealmUIBridge.headers.content - security - policy.directives=  report -

uri ../api/v1/meta/csp/report; report - to default; default - src 'self'; style - src 'self' 

'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; frame -

ancestors 'none'; connect - src *;  

security.http.securityRealmUIAuth.headers.content - security - policy.directives=  report - uri 

../api/v1/meta/csp/report; report - to default; default - src 'self'; style - src 'self' 

'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; frame -

ancestors 'none'; connect - src *;  

security.http.securityRealmUIUpreg.headers.content - security - policy.directives=  report -

uri ../api/v1/meta/csp/report;  report - to default; default - src 'self'; style - src 'self' 

'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; frame -

ancestors 'none'; connect - src *;  

9ȄŀƳǇƭŜΣ ŀƭƭƻǿ ŜƳōŜŘŘƛƴƎΦ bƻǘŜ ǘƘŜ ƳƛǎǎƛƴƎ άŦǊŀƳŜ-ŀƴŎŜǎǘƻǊǎέ 

security.http.securityRealmUICore.headers.content - security - policy.directives=report - uri 

../api/v1/meta/csp/report;  report - to default;  default - src 'self'; style - src 'self' 

'unsafe - inline'; font - src 'self'; img - src 'self' blob: data:; object - src 'none'; 

connect - src *;  
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7. Demo application  

7.1 Overview  

The product is shipped including a web-based demo application. 

 

The demo client provides interactive access to all cloud suite services. 

It is distributed with complete source, both the web app and the backend. 
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8. Crypto components  

8.1 Basics 

Sign Live! cloud suite gears includes a set of cryptographic basic components that are 
plugged together to achieve the desired security goal. 

8.1.1 IByteProvider & IByteStreamProvider  

At the lowest level you can inject bytes into the system. More details can be found in the 
reference section below. 

The relevant implementations are 

de.intarsys.tools.crypto.bytes.RandomByteProvider 

providing data from a secure random data source 

de.intarsys.tools.crypto.bytes.StaticByteProvider 

providing static data from configuration or system sources.  

Their most important role is the generation of the input for key derivation in the 
application. 

de.intarsys.tools.crypto.bytes.PbkdByteProvider 

Derive bytes from a password (low entropy) input. 

de.intarsys.tools.crypto.bytes.DerivedByteProvider 

Derive bytes from a KDF function. 

8.1.2 IKeyDerivationFunction  

With a key derivation function, you can create real, independent key material for every 
component and subcomponent of the application, using the same base input material. 

The relevant implementations are 

de.intarsys.tools.crypto.kdf.HashedKeyDerivationFunction 

Hashed key derivation as defined in RFC-5869. This should define the root of your key 
tree. 

de.intarsys.tools.crypto.kdf.WithPrefixKeyDerivationFunction 

Takes the bytes from an IByteProvider and merges KDF input before feeding into another 
IKeyDerivationFunction. This is used to define subtrees of the key tree. 

8.1.3 ICipherFactory  

Finally, you will use the key in a cipher for encrypting and decrypting data. 

The ones you will work with are 
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de.intarsys.tools.crypto.standard.NullCipherFactory 

A non-encrypting cipher 

de.intarsys.tools.crypto.standard.JcaCipherFactory 

A general cipher factory for using the JCA architecture. 

de.intarsys.tools.crypto.standard.DerivedKeyCipherFactory 

Takes the secret and feeds it into a KDF before forwarding it to another ICipherFactory 

de.intarsys.tools.crypto.standard.StaticKeyCipherFactory 

Ignore the secret and create a cipher using a static key definition. 
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8.1.4 Key tree  

A typical usage of these primitives may help in understanding: 

 

 

 

Such a hierarchy should be defined in the application configuration, depending on your 
needs. 

8.2 Cryptdec  

A cryptdec is a component that represents an encryption algorithm and the required key 
material. 

8.2.1 Plain 

The most basic cryptdec variant that is always available is the "plain" cryptdec. 

It does simply nothing but BASE64 en-/decoding the data. 
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Example 

plain# Zm9v 

represents the text string 

foo  

8.3 Secret  

A "secret" is an implementation artifact that encapsulates a cipher and an encrypted 
string or byte sequence. It is used internally to represent, well, secrets. 

The advantage of this component is that  

¶ it can be flexibly mapped to external representations upon configuration 

¶ it is not visible in a memory dump, as a decrypted version only exists on the 
application stack, not in the heap. 

8.3.1 Syntax 

A secret is made up from an id tag and the serialized, encrypted data, separated by a "#". 

<id>#<data>  

"id" identifies a "cryptdec" to be used for en/decryption of the data. The representation of 
data is private to the crypted that is selected by "id". 

The "plain" cryptdec (see above) for example simply uses BASE64 en/decoding. 

8.3.2 Configuration  

If a secret value (like a password or PIN) is required in the application you have normally 
three options you can choose from: 

8.3.2.1 Plaintext  

You can set a secret using its plaintext representation: 

my.secret.property=foo  

This is not recommended for production use, unless you can ensure that nobody has 
access to the configuration files. But it is quite useful for starting an installation and 
testing around. 

8.3.2.2 Spring string expansion  

You can leverage the spring string expansion feature with the property source "secret". 
This will take the suffix of the expression and parse it as a secret according to the secret 
syntax above 

my.secret.propert y=${secret.plain# Zm9v}  

For sure, "plain" is not the best choice for production use, but you can set up your own 
cryptdec for this purpose. 

This property is expanded by Spring when the XML file is parsed and the beans are 
created. It is always converted to an (intermediate) string, before gears can convert it back 
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to the internal secret object. This does no harm to the confidentiality of the secret ς but 
any binary data that cannot be properly mapped to a Java String will be corrupted. 

The advantage is that this notation is completely agnostic to the internal implementation. 
You can use a secret to obfuscate the configuration even for non-secret values ς they will 
be mapped correctly to the internal string or secret. 

8.3.2.3 gears string expansion  

The gears expansion kicks in later, when the property value is assigned to the secret 
property. This allows to use any valid secret string, because no intermediate format is 
created. 

my.secret.propert y=?{secret.plain# Zm9v}  

Take note of the "?" instead of the "$". 

While the advantage is to support binary data, the drawback is that this syntax can only be 
used if expansion is explicitly supported by the target. 

8.4 Repository encryption  

The repository is by default unencrypted. 

For every document a corresponding folder, containing meta data and the content stream, 
is created. 

The folder is deleted immediately after the containing flow is terminated. 

If you need additional confidentiality, you can request encryption of the content (see 
details in the reference section). The content is encrypted using a two-stage process 
(comparable to the CMS crypto standard). 

Although we are using efficient random-access encryption, encrypting the content will 
degrade service performance, contributing up to 50% additional runtime - the services are 
stateless and accessing content will constantly decrypt from the repository. 
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9. Configuration  

9.1 Overview  

Sign Live! cloud suite gears is highly configurable and comes with a bunch of possibilities 
where to tweak the installation. Here's an overview of the configuration mechanics. 

The backend is based on Spring infrastructure and as such you have all well-known Spring 
customization tools at hand.  

Whenever we reference an XML based configuration file, we use the term "bean 
definition", when we talk about Spring properties (key/value pair definitions) we use the 
term "property definition". 

These terms are augmented with "built-in" when we mean hardcoded, pre-deployed 
definitions and "custom" when we talk of individual definitions invented by your 
configuration. 

9.1.1 Configuration location  

The configuration tries to harmonize Windows and Linux based installations. We only use 
"abstract" location names by default. Here's the list of locations supported. 

Variable Description 

cloudsuite.config.name Name of configuration file to be used. 
Defaults to "gears". 

cloudsuite.config.user User individual configuration data. 
Here you can store e.g. individual property files. 
This location has highest precedence. 

cloudsuite.config.shared System wide configuration data. 
Here you can store e.g. system wide property files. 
This location overrides the built-in configuration 
and is overridden by the user individual 
configuration. 

cloudsuite.data.user User individual state data. 
Here is where user specific databases, caches etc. 
will reside. 

cloudsuite.data.shared System wide state data. 
Here is where system specific databases, caches 
etc. will reside. 

cloudsuite.temp.dir Location for temporary data, defaults to  
java.io.tmpdir. 

cloudsuite.log.dir Location for writing log files. 

 

These variables are mapped differently on different platforms to adhere to platform 
specific conventions. 

All of these basic variables can be overridden the standard Spring way: 
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¶ Use a command line parameter to the Java VM 
-Dcloudsuite.data.shared=/srv/data/cloudsuite 

¶ Use an environment variable 
CLOUDSUITE_DATA_SHARED=/srv/data/cloudsuite 

¶ Use a key/value pair entry in a properties definition file like "gears.properties". 
It's understood that you cannot set the "cloudsuite.config.*" properties in a 
property file (it would have only strange effects). 

If a configured directory does not exist, the web application will try to create it. For this it 
will need write access to the parent directory. Alternatively, you can create the directories 
yourself and make sure the web application has permission to write to them. 

9.1.1.1 Windows  

Variable Description 

cloudsuite.config.name gears 

cloudsuite.config.user %USERPROFILE%/cloudsuite/config 

cloudsuite.config.shared %ProgramData%/cloudsuite/config 

cloudsuite.data.user %USERPROFILE%/cloudsuite/data 

cloudsuite.data.shared %ProgramData%/cloudsuite/data 

cloudsuite.temp.dir %AppData%/local/temp 

cloudsuite.log.dir %ProgramData%/cloudsuite/log 

9.1.1.2 Linux 

Variable Description 

cloudsuite.config.name gears 

cloudsuite.config.user <user home>/cloudsuite/config 

cloudsuite.config.shared /etc/cloudsuite 

cloudsuite.data.user <user home>/cloudsuite/data 

cloudsuite.data.shared /var/lib/cloudsuite 

cloudsuite.temp.dir /tmp 

cloudsuite.log.dir /var/log/cloudsuite 

 

If you are using this default, you must create the directories and grant access to the user 
running the servlet container. 

If you should deviate from this default, keep in mind that the values of 
άcloudsuite.config.userέ and άcloudsuite.config.sharedέ must not point to the same target 
directory. The same applies for άcloudsuite.data.userέ and άcloudsuite.data.sharedέ. 

Example: Linux hosting Tomcat servlet container 

Unix shell commands 

sudo mkdir /var/lib/cloudsuite  

sudo chgrp tomcat /var/lib/cloudsuite  

sudo chmod 770 /var/lib/cloudsuite  

 

sudo mkdir /var/log/cloudsuite  

sudo chgrp tomcat /var/log/cloudsuite  

sudo chmod 770 /var/log/cloudsuite  

 

9.1.2 Built-in configuration  

Sign Live! cloud suite gears is bootstrapped with built-in bean definitions that are 
contained in the WAR deployment.  

There are two options to tweak this standard configuration.  
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First, some of the bean definitions (like the "dataSource", see below) are instrumented 
with Spring property definitions. This way you can fine-tune the bean using custom 
property definitions. 

Second, bean definitions that are eligible for "overwriting" are always defined using a well-
defined role name. You can create a bean definition with this role name in your custom 
bean definition to overwrite the system standard. 

9.1.3 Custom property definition  

By default, properties are defined with increasing priority from 

¶ Built-in 
classpath:${cloudsuite.config.name}.properties 

¶ System level definition 
${cloudsuite.config.shared}/${cloudsuite.config.name}.properties 

¶ User level definition 
${cloudsuite.config.user}/${cloudsuite.config.name}.properties 

9.1.4 Custom bean definition  

Custom bean definitions are read from the following locations, again with increasing 
priority: 

¶ Built in 
classpath:spring-gears-core.xml 
classpath:modules/spring-gears-*.xml 

¶ System level 
${cloudsuite.config.shared}/spring-gears-core.xml 
${cloudsuite.config.shared}/modules/spring-gears-*.xml 

¶ User level 
${cloudsuite.config.user}/spring-gears-core.xml 
${cloudsuite.config.user}/modules/spring-gears-*.xml 

9.1.5 Using profiles  

You can use Spring profiles to parameterize your configuration. A profile allows to bundle 
beans and properties and give them a meaningful name. 

When starting the server, you can activate any of these profiles by defining 

spring.profiles.active=<comma separated profile names>  

This definition can be made in any of the well-known ways, either 

¶ as environment variable 

¶ as system property 

¶ in your ${cloudsuite.config.name}.properties 

To restrict a bean definition to a specific profile, you can add a section in your 
configuration like this 



  Configuration 
 

67 

Spring XML fragment 

é 

<beans profile="profilename">  

 é 

</beans>  

é 

Any definition contained in the "<beans>" element will be used only if the corresponding 
profile is activated. 

In addition, the application will read specific property files in addition to 
"${cloudsuite.config.name}.properties" whose name match "${cloudsuite.config.name}-
<profilename>.properties".  

The priority (increasing to the bottom) is 

¶ System level definition 
o ${cloudsuite.config.shared}/${cloudsuite.config.name}.properties 
o ${cloudsuite.config.shared}/${cloudsuite.config.name}-<profilename>.properties, 

In the order of profile definition, first one highest 

¶ User level definition 
o ${cloudsuite.config.user}/${cloudsuite.config.name}.properties 
o ${cloudsuite.config.user}/${cloudsuite.config.name}-<profilename>.properties, 

In the order of profile definition, first one highest 

9.1.6 String expansion integration  

The gears string expansion is integrated with the spring property definition to ease using 
custom properties at runtime. 

You can use the prefix "config." for a spring property to make it visible in the "config" 
string expansion namespace. 

For more information see the chapter "String expansion". 

9.2 Web application root  

In many production environments the web application container itself cannot know what 
is the fully qualified external URL for the services. This is most often caused by a reverse 
proxy. 

While most of the time relative addresses are fine, sometimes the server needs to 
construct fully qualified URL, for example for redirect addresses. 

While the server does it's best to derive what may be the URL from an external point of 
view by examining de-facto standard HTTP headers, there may be times this is not 
working.  

In such special cases you can override the automatic detection by setting the root URL 
explicitly using the property  

de.intarsys.application.rootUrl  

These are the locations where we look up the property from lowest to highest 
precedence.  

You can set the property in the web.xml 
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servlet container web.xml 

 <context - param>  

  <param - name>de.intarsys.application.rootUrl</param - name> 

  <param - value>https://my.server.com</param - value>  

 </context - param>  

You can use an environment variable  

DE_INTARSYS_APPLICATION_ROOTURL=https://my.server.com  

You can set the property using a Java system property 

- Dde.intarsys.application.rootUrl=https://my.server.com  

9.3 Logging  

With regard to logging cloud suite tries to come up with a default setup that can be used 
out of the box. 

Internally, the Logback logging framework is used. The features and syntax of Logback are 
beyond the scope of this documentation. There are many resources available on the 
internet. 

9.3.1 Override logging  

When starting up, Logback is configured using the default "logback.xml", situated 
anywhere in a root package on the class path (or known from the Logback command line 
options). All standard Logback functionality is available. If you are happy with this and 
provide a configuration, you can skip the rest. As soon as cloud suite is aware of this 
"external" Logback configuration, it skips all further activities. You just have to be sure 
that you do not have any of the cloud suite context variables at your hand at this moment 
in time. 

9.3.2 Built-in logging  

If not overridden, at the earliest moment in the application lifecycle (in a Spring listener), 
we perform a relaunch of the Logback environment - this time with the well-known cloud 
suite variables established. 

We then try to load a "${cloudsuite.config.user}/logback.xml" and 
"${cloudsuite.config.shared}/logback.xml", if this fails, we fall back to an internal default 
Logback configuration. 

This configuration has two appenders, STDOUT and ASYNCFILE. ASYNCFILE will write all its 
output to the "${cloudsuite.log.dir}" directory - a platform dependent location as stated 
above, using the log level "INFO". The encoding for the file is UTF-8. 

The following Logback variables are available for your use within your logback.xml at this 
stage. 

Logback variable Definition 

cloudsuite.config.shared ${cloudsuite.config.shared} 

cloudsuite.config.user ${cloudsuite.config.user} 

cloudsuite.data.shared ${cloudsuite.data.shared} 

cloudsuite.log.dir ${cloudsuite.log.dir} 

cloudsuite.log.level ${cloudsuite.log.level}:INFO 

config.shared ${cloudsuite.config.shared} 

config.user ${cloudsuite.config.user} 
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data.shared ${cloudsuite.data.shared} 

log.dir ${cloudsuite.log.dir} 

log.level ${cloudsuite.log.level}:INFO 

9.3.3 Log correlation  

gears provides some mechanisms to correlate log entries. Be aware that forwarding the 
correlation value in internal interactions (viewer, authentication pages,..) is not supported. 

9.3.3.1 Builtin correlation id  

Builtin support is active for correlation of conversation related requests. The active 
ŎƻƴǾŜǊǎŀǘƛƻƴ ƛŘǎ ŀǊŜ ǇǳǎƘŜŘ ǘƻ ŀ a5/ ƴŀƳŜŘ άŎƻǊǊέΦ You can add this information to your 
log pattern using  

%X{corr}  

9.3.3.2 3rd party integration  

If you want to integrate 3rd party correlation information, you can configure a special 
ά/ƻǊǊŜƭŀǘƛƻƴCƛƭǘŜǊέ ǘƘŀǘ ŜȄǘǊŀŎǘǎ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǎǘŀƴŘŀǊŘ I¢¢t ǊŜǉǳŜǎǘǎΦ 

CorrelationFilter properties 

source 

string 
 

One of  

¶ header 

¶ parameter 

¶ cookie 
to identify the source for the correlation value 
5ŜŦŀǳƭǘ άǇŀǊŀƳŜǘŜǊέ 

sourceKey 

string 
 

The name of the property in the source to retrieve the correlation value 
5ŜŦŀǳƭǘ άŎƻǊǊέ 

corrKey 

string 
 

The name of the property in the MDC 
5ŜŦŀǳƭǘ άŎƻǊǊέ 

 

Example 

 <bean id="customCorrelationFilter" 

class="de.intarsys.tools.correlation.CorrelationFilter">  

  <! --  

  this is one of "parameter" | "header" | "cookie"  

  -- > 

  <property name="source" value="parameter" />   

  <property name="sourceKey" value="custom - corr" />   

  <property name="corrKey" value="corr" />   

 </bean>  

 

 <bean class="org.springframework.boot.web.servlet.FilterRegistrationBean">  

  <property name="name" value="customCorrelationFilter" />  

  <property name="filter" ref="customCorrelationFilter" />  

  <property name="order" value="1" />  

 </bean>  

9.3.3.3 gears to gears calls  

For architectures where gears is directing its requests to another gears instance, 
forwarding the correlation id is provided by default. 

This means that the originating gears instance creates its builtin correlation id (see above). 
²ƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ŦƻǊǿŀǊŘƛƴƎ ǘƘŜ ǊŜǉǳŜǎǘΣ ǘƘŜ ƛŘ ƛǎ ƛƴŎƭǳŘŜŘ Ǿƛŀ ǘƘŜ άŎƻǊǊέ ¦w[ ǇŀǊŀƳŜǘŜǊ 
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and collected by the receiving instance using the above mentioned preconfigured filter. 
The local builtin correlation id of the receiving instance is concatenated with the calling 
one. 

9.3.4 Log tweaks  

LŦ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ǇǊƻǾƛŘŜ ŀ ŎƻƳǇƭŜǘŜ ƭƻƎōŀŎƪΦȄƳƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ȅƻǳǊǎŜƭŦΣ ȅƻǳ Ŏŀƴ ǳǎŜ 
one of the built-in configurations: 

¶ <default> 

¶ console 

In order to select a configuration, you can set a property like this: 

cloudsuite.log.config=console  

9.3.4.1 Default built -in configuration  

The default configuration registers a file and a console appender. To activate it, just omit 
the corresponding property. You can try to use the following configuration hot-spots that 
are built-in into it. 

9.3.4.2 Directory  

If you simply want to set another target directory, you can just set a property like this. This 
will be forwarded to the built-in log definition. 

cloudsuite.log.directory=/srv/logs  

9.3.4.3 Level  

If you simply want to set another logging level, you can just set a property like this. This 
will be forwarded to the built-in log definition. 

cloudsuite.log.level=DEBUG  

9.3.4.4 Built-in configuration ôconsoleõ 

The built-ƛƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ΨŎƻƴǎƻƭŜΩ ƻƴƭȅ ŜƴŀōƭŜǎ ŎƻƴǎƻƭŜ ƻǳǘǇǳǘ ŦƻǊ ƳŜǎǎŀƎŜǎΦ ¢Ƙƛǎ ƛǎ 
particularly suitable for environments where file access is not available and logs are 
aggregated from the console output, e.g. on Cloud Foundry. You can activate it by setting 
the property like this: 

cloudsuite.log.config=console  

9.4 Licenses 

The product requires valid licenses for execution. 

Licenses are obtained from intarsys, a limited demo license is included with the product 
for basic usage. 

You can provide new licenses by copying the license files either to  

${cloudsuite.config.shared}/licenses  

or 
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${cloudsuite.config.user}/licenses  
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Upon startup, all licenses that have been picked up are logged to the log file. 

[04.05.2018 - 10:36:18.622][I][d.i.tools.license   ][ocalhost - startStop - 1][] loading 

licenses from 'C: \ ProgramData \ cloudsuite \ config'  

[04.05.2018 - 10:36:18.637][D][d.i.s.d.pool.device ][rEnvironment service][] signature 

pool launcher started  

[04.05.2018 - 10:36:18.653][I][d.i.tools.license   ][ocalhost - startStop - 1][] license 

'de.intarsys.cloudsuite.product.gears; 8; intarsys.de; 12/01/2017; 06/30/2018; 

id=de.intarsys.cloudsuite.product.gears; account_automation_cli= - 1:day; 

account_automation_bat ch= - 1:day; bundle=professional; batchsize= - 1; 

account_automation_api= - 1:day; ' loaded  

[04.05.2018 - 10:36:18.653][I][d.i.tools.license   ][ocalhost - startStop - 1][] license 

'de.intarsys.security.device.common; 8; intarsys.de; 12/01/2017; 06/30/2018; 

id=de.intarsys.security.device.common; de.intarsys.security.app.sign.account= - 1:day; 

de.intarsys .security.app.decrypt.account= - 1:day; ' loaded  

[04.05.2018 - 10:36:18.653][I][d.i.tools.license   ][ocalhost - startStop - 1][] license 

'de.intarsys.security.device.bridge; 8; intarsys.de; 12/01/2017; 06/30/2018; 

id=de.intarsys.security.device.bridge; de.intarsys.security.app.sign.account= - 1:day; 

de.intarsys .security.app.decrypt.account= - 1:day; ' loaded  

9.5 Data source  

There is a single data source that is shared by the standard product components (like 
auditing). 

The default configuration uses an apache data pool on a JDBC data source.  

You can override the JDBC settings in your custom property definition (see example 
below) 

Spring properties 

jdbc.driverClassName=org.h2.Driver  

jdbc.url=jdbc:h2:${cloudsuite.data.shared}/db/gears;AUTO_SERVER=TRUE  

jdbc.username=user  

jdbc.password=password  

or you can override the complete bean by providing a "dataSource" bean in your custom 
bean definition (see example below) 

Spring XML fragment 

 <bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">  

  <property name="driverClassName" value="${jdbc.driverClassName}" />  

  <property name="url" value="${jdbc.url}" />  

  <property name="username" value="${jdbc.username}" />  

  <property name="password" value="${jdbc.password}" />  

  <property name="initialSize" value="3" />  

  <property name="defaultAutoCommit" value="false" />  

  <property name="maxTotal" value="10" />  

  <property name="poolPreparedStatements" value="true" />    

 </bean>  

 

9.6 Conversation registry  

The conversation registry is the internal "session manager" for the asynchronous flows. It 
is defined as a Spring bean and can be overridden in your custom Spring configuration. 

With the registry, you can configure the maximum idle lifetime of a conversation and the 
conversation cleanup interval. 

Example 
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Spring XML fragment 

<bean  

 id="conversationRegistry"  

 class="de.intarsys.tools.conversation.impl.StandardConversationRegistry">  

 <! --  cleanup every minute -- > 

 <property name="cleanupInterval" value="60000"/>  

 <! --  10 minute idle time -- > 

 <property name="expireTimeout" value=" 600000"/>  

</bean>  

The expireTimeout will define how long a conversation will remain valid when no 
interaction is detected. You can compare this to the classic "session timeout" with a web 
application. If for example the user opens a viewer, in the above configuration after 10 
minutes of inactivity the conversation will be discarded. The default is 30 minutes. 

9.7 Basic security  

The default configuration provides the application with a bunch of basic security tools. 

To fully understand the encryption settings, be sure to read chapter "Crypto components" 
in advance. 

9.7.1 Master key  

The system requires a "master key" (an IByteProvider) bean "cryptoKeyMaster". 

By default, this is a byte sequence derived from some password input using the 
PBKDF2WithHmacSHA1 algorithm. The password input is expected via Java system 
properties (*not* Spring properties), either 

¶ cloudsuite.crypto.key.password.hex 
The password input in hex notation 
 

¶ cloudsuite.crypto.key.password.text 
The password input as plain text. The text is converted to bytes using UTF-8 
encoding. 
 

¶ cloudsuite.crypto.key.password.file 
The password is contained in the specified file (in binary format) 

As a default, a hard-coded password is contained in the definition. Do not retain this for 
production use. 

You can redefine the "cryptoKeyMaster" byte provider to collect the master key from 
wherever you want. 

9.7.2 Master KDF 

You should never use the master key directly. Instead, for each component you should 
derive another key. To achieve this, by default a key derivation function 
"cryptoKdfMaster" is defined, providing key derivation based on RFC-5869. 

You can redefine this bean with your own KDF implementation. 

9.7.3 Application "cryptdec"  

For persisting certain artifacts in the application (like cached secrets), an internal 
encryption is set up, defined in the "cryptoCryptdec" bean. This defines a dynamic, AES 
128 based de/encryption, where the key is derived from the "cryptoKdfMaster". 
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9.8 Repository  

The repository is defined as a Spring bean and can be overridden in your custom Spring 
configuration. 

9.8.1 Basic settings  

For the repository you need to configure the "repository" bean. By default, this is the 
StandardRepository implementation. That delegates much of its implementation to a 
"DAO".  

Spring XML fragment 

<bean id="repository"  

 class="de.intarsys.cloudsuite.gears.repository.standard.StandardRepository">  

 <property name="repositoryDao" ref="repositoryDao" />  

</bean>  

The DAO for example determines where the repository resides on the file system, the 
encryption mechanics and so on. 

Spring XML fragment 

<bean id="repositoryDao"  

 class="de.intarsys.cloudsuite.gears.repository.fs.FSRepositoryDao">  

 <property name="baseDir" value="${cloudsuite.data.shared}" />  

</bean>  

The baseDir property determines where to put the "repo" folder, containing all of the 
repository state. 

The "repo" folder will be completely deleted when the application starts. 

9.8.2 Encryption  

With the basic security properly set up, you can configure enhanced repository security. 

A complete example for this setup is included in the "demo/repository-encryption" folder 
of your installation. The definitions are guarded by the Spring profile "encrypt", so be sure 
to add this to your active profiles if you want to use it literally. 

To prepare for repository encryption, it would be best practice to start with a separate 
"key subtree" derived from the master key, so we will derive from the "cryptoKdfMaster": 

Spring XML fragment 

<bean id="cryptoKdfRepo" 

class="de.intarsys.tools.crypto.kdf.WithPrefixKeyDerivationFunction">  

 <property name="kdf" ref="cryptoKdfMaster" />  

 <property name="prefixProvider">  

  <bean class="de.intarsys.tools.crypto.bytes.StaticByteProvider">  

   <property name="text" value="repository.encryption" />  

  </bean>   

 </property>  

</bean>  

We start a new key subtree for "repository.encryption" here. 

The standard repository encryption uses a two-stage approach - first the content 
encryption using completely random key material, then key-wrapping using keys derived 
according to the configuration.  
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To enable encryption, the property "contentCipherFactory" of the DAO must be 
instrumented with an "ICipherFactory". Concretely there is a generic factory for accessing 
JCA supported algorithms. 

Spring XML fragment 

é 

<property name="contentCipherFactory">  

 <bean class="de.intarsys.tools.crypto.standard.JcaCipherFactory">  

  <property  

   name="encryptionAlgorithmTransformation"  

   value="AES/CTR/NoPadding"/>  

 </bean>  

</property>  

é 

This component creates ciphers for content encryption. The supported transformations 
for the content are 

¶ AES/CTR/NoPadding 

For each document, a new cipher with random IV and random key is created by this DAO 
implementation (the content encryption key, "cek", is random and is not configurable). 

This key is then encrypted using the "keyWrapperFactory" of the DAO. Key wrapping can 
be configured with another ICipherFactory. The supported transformations for key 
wrapping are: 

¶ AESWrap 

Most useful scenarios for the repository will be: 

¶ Use a static key for key encryption, derived from the system master key.  

In this case we simply base on the "cryptoKdfRepo" key subtree defined in the beginning, 
deriving for the key "static" and inject the resulting key in a StaticKeyCipherFactory. 

Spring XML fragment 

<property name="keyWrapperFactory">  

 <bean class="de.intarsys.tools.crypto.standard.StaticKeyCipherFactory">  

  <property name="cipherFactory">  

   <bean class="de.intarsys.tools.crypto.standard.JcaCipherFactory">  

    <property name="encryptionAlgorithmTransformation" value="AESWrap" />  

   </bean>  

  </property>  

  <property name="keyProvider">  

   <bean class="de.intarsys.tools.crypto.bytes.DerivedByteProvider">  

    <property name="kdf" ref="cryptoKdfRepo" />  

    <property name="inputProvider">  

     <bean class="de.intarsys.tools.crypto.bytes.StaticByteProvider">  

      <property name="text" value="static" />  

     </bean>  

    </property>  

   </bean>  

  </property>  

 </bean>  

</property>  

¶ Use a dynamic, "per user" key for key encryption, derived from the system 
master key and some identification input from the client. 

We start from the "kdfRepo", too, but we need no additional configuration as the 
repository provides the "per user" key by default. 
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Spring XML fragment 

<property name="keyWrapperFactory">  

 <bean class="de.intarsys.tools.crypto.standard.DerivedKeyCipherFactory">  

  <property name="cipherFactory" ref="repositoryCipherKey" />  

  <property name="kdf" ref="cryptoKdfRepo" />  

 </bean>  

</property>  

In each case, to recover the key, the DAO stores an "EncryptionInfo" object along with the 
document meta information, the structure is comparable to CMS. 

9.9 PDF security environment  

Creating PDF signatures or timestamps requires an intermediate, transient document 
representation.  

You can configure how this representation is handled. It is defined as a Spring bean and 
can be overridden in your custom Spring configuration. 

The "PlainTransientLocatorFactory" will create an in-memory buffer up to a specified size. 
If the document gets larger, a plain document is created in the temp directory. 

Spring XML fragment 

<bean  

 class="de.intarsys.security.document.type.pdf.common.PlainTransientLocatorFactory">  

 <property name="maxBufferSize" value="1000000" />  

</bean>  

The "EncryptedTransientLocatorFactory" will create an in-memory buffer up to a specified 
size. If the document gets larger, an AES128 encrypted document is created in the temp 
directory. Be aware that this will reduce the performance for large files. 

Spring XML fragment 

<bean  

 class="de.intarsys.cloudsuite.gears.document.type.pdf. \  

EncryptedTransientLocatorFactory">  

 <property name="maxBufferSize" value="1000000" />  

</bean>  
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9.10 Principals  

9.10.1 Overview  

Sign Live! cloud suite gears has a generic concept of "principals" - entities that in some 
way provide context to or control the service execution.  

Typical influence of a principal on the service execution or outcome: 

¶ The user principal provides claims that are used in string expansion 

¶ The user principal defines a profile whose properties enhance service arguments 

¶ The client principal is billed for the service execution 

¸ƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŘŜŀƭ ǿƛǘƘ ǇǊƛƴŎƛǇŀƭǎ ς if you ask yourself what may be the use of it, 
then you may safely ignore it.  

By default, gears deals with three roles for contextual principals.  

¶ A "tenant" represents a customer or organizational unit 
(urn:intarsys:names:principal:1.0:role:Tenant) 

¶ A "client" represents an application 
(urn:intarsys:names:principal:1.0:role:Client) 

¶ A "user" represents a single entity within the client world, eventually holding a 
private key 
(urn:intarsys:names:principal:1.0:role:User) 

There is no hardcoded use of these roles, a principal can be configured so that it is under 
your control  

¶ which principals do exist 

¶ how principals are derived 

¶ where principals are used 

9.10.2 Principal model  

9.10.2.1 Overview  

Principals are "model" objects and as such have an internal representation and a data 
access strategy. 

A generic internal implementation is available. 

The data access strategy (or short DAO for data access object) determines the way 
principals are derived and looked up when given an id. Examples are in-memory maps of 
principals or a database lookup. 

9.10.2.2 Structure  

These implementation objects can be used when creating principal objects literally in the 
configuration (see upcoming examples) 

de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal  

 

de.intarsys.cloudsuite.gears.model.entity.principal.GenericClaim  

9.10.2.3 In-Memory DAO  

The in-memory representation allows you to literally define principals and claims in the 
configuration. 

This can be used conveniently for small scale applications with only a few tenants, clients 
or users. 

The in-memory representation is implemented using the  
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de.intarsys.cloudsuite.gears.model.entity.principal.PojoPrincipalDao  

You can use this class to configure all available principals. The bean id used internally for 
this object is "modelPrincipalDao". 

Spring example for in-memory configuration 

Spring XML fragment 

<bean id="modelPrincipalDao" 

class="de.intarsys.cloudsuite.gears.model.entity.principal.PojoPrincipalDao">  

 <property name="items">  

  <list>  

   <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal">  

    <property name="name" value="foo" />  

    <property name="claims">  

     <list>  

      <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericClaim">  

       <property name="key" value="claim1" />  

       <property name="value" value="value1" />  

      </bean>  

      <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericClaim">  

       <property name="key" value="claim2" />  

       <property name="value" value="value2" />  

      </bean>  

     </list>  

    </property>  

   </bean>  

   <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal">  

    <property name="name" value="E=support@intarsys.de,CN=gears demo client 

ssl,O=intarsys GmbH" />  

    <property name="claims">  

     <list>  

      <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericClaim">  

       <property name="key" value="claimX" />  

       <property name="value" value="valueX" />  

      </bean>  

      <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericClaim">  

       <property name="key" value="claimY" />  

       <property name="value" value="valueY" />  

      </bean>  

     </list>  

    </property>  

   </bean>  

  </list>  

 </property>  

</bean>  

 

9.10.2.4 Literal DAO  

You can use this DAO if your principal data is transmitted literally. In combination with the 
ExplicitPrincipalProvider you can send a principal in the request options like here: 

Request example 

service call 

POST /cloudsuite - gears/core/api/v1/flow/viewer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "options": {  

  "principal": "foo"  

 },  

 é 

}  

Request example 
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service call 

POST /cloudsuite - gears/core/api/v1/flow/viewer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "options": {  

  "principal": {  

   "name": "foo",  

   "claims": {  

    "gnu": "gnat"  

   }  

  }  

 },  

 é 

}  

The fully qualified name of the DAO implementation is 

de.intarsys.cloudsuite.gears.model.entity.principal.LiteralPrincipalDao  

This DAO simply takes its lookup argument and creates a principal with that name if it is a 
string. If it receives a complete object it tries to deserialize "name" and "claims" from that 
object. 

Spring configuration example 

Spring XML fragment 

<bean  

 id="modelPrincipalDao"  

 class="de.intarsys.cloudsuite.gears.model.entity.principal.LiteralPrincipalDao"  

> 

</bean>  

This is the default configuration for principal lookup in gears. 

9.10.2.5 Jdbc DAO  

Use a JDBC DAO if the principal assets are stored in a database already. 

We provide a generic implementation for accessing a database with 

de.intarsys.cloudsuite.gears.model.entity.principal.JdbcPrincipalDao  

The DAO needs two bean properties, the "dataSource", which is a JDBC DataSource object 
and "sql", a standard JDBC compatible SQL expression. The sql expression must evaluate 
to columns 

¶ name (the principal name) 

¶ key (a claim key) 

¶ value (a claim value) 

Spring configuration example 
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Spring XML fragment 

<bean id="modelPrincipalDao" 

class="de.intarsys.cloudsuite.gears.model.entity.principal.JdbcPrincipalDao">  

 <property name="dataSource" ref="dataSource" />  

 <property name="sql" value="select Principal.name, Claim.key, Claim.value from 

Principal inner join Claim on Principal.name = Claim.name where Principal.name=?" />  

</bean>  

 

This will read from tables "Principal" and "Claim" the required name, key and value fields. 

9.10.2.6 Other DAO's  

If you provide the principal information from other sources, other DAO implementations 
can be created with little overhead. 

Examples of such sources may be  

¶ LDAP 

¶ Web Services 

¶ Local files 

 

9.10.3 Roles 

9.10.3.1 Tenant principal  

The tenant principal is a "container", grouping clients and/or users.  It can be used with 
different modules for tasks like authentication, billing, providing templates etc. 

The well-known role associated with the tenant principal is  

urn:intarsys:names:principal:1.0:role:Tenant  

9.10.3.2 Client principal  

The client principal is a "container", contained in a tenant, grouping possible users. You 
can use this to fine tune tenant specific context information. 

The well-known role associated with the client principal is  

urn:intarsys:names:principal:1.0:role:Client  

9.10.3.3 User principal  

The user principal identifies the user that executes (or on whose behalf is executed) the 
current request. 

The well-known role associated with the user principal is  

urn:intarsys:names:principal:1.0:role:User  

9.10.3.4 Other roles  

You can define additional principal roles in your configuration, if required. 

9.10.4 Provider  

The "principal provider" implements the way that principals are provided at runtime. For 
each role required, a provider is defined. 
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This chapter describes the available options for creating principals in your installation. 

9.10.4.1 Static provider  

The static provider simply defines all principal characteristics in the configuration itself. To 
do so, it uses a generic principal model implementation, GenericPrincipal and 
GenericClaim (see section "Reference"). 

This is typically used for the "tenant" or "client" role. 

Spring example for a statically injected principal: 

Spring XML fragment 

<bean 

class="de.intarsys.cloudsuite.gears.model.entity.principal.StaticPrincipalProvider">  

 <property name="role" value="urn:intarsys:names:principal:1.0:role:Tenant" />  

 <property name="principal">  

  <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal">  

   <property name="name" value="tenant" />  

  </bean>  

 </property>  

</bean>  

 

9.10.4.2 Explicit provider  

The explicit provider associates the principal from a concrete service request with the 
given role. This allows an (unauthenticated) explicit principal definition from the client. 
The principal name (or the complete principal structure) is provided by the client in the 
request using the service request option "principal".  

Request example 

service call 

POST /cloudsuite - gears/core/api/v1/flow/viewer/create HTTP/1.1  

Content - Type: application/json  

 

{  

 "options": {  

  "principal": {  

   "name": "foo",  

   "claims": {  

    "gnu": "gnat"  

   }  

  }  

 },  

 é 

}  

The principal lookup is delegated to a principal DAO (see above). 

This is typically used for the role "user". You can opt to look up the principal claims in a 
database or send it completely in the request. 

Spring example for an explicit injected principal: 
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Spring XML fragment 

<bean class=  

    "de.intarsys.cloudsuite.gears.model.entity.principal.ExplicitPrincipalProvider">  

 <property name="role" value="urn:intarsys:names:principal:1.0:role:User" />  

 <property name="principalDao" ref="modelPrincipalDao"/>  

</bean>  

9.10.4.3 Spring security provider  

The spring security provider associates a principal that was previously authenticated with 
a given role. This allows for an (authenticated) per-request contextual principal.  

This is typically used for the "client" or "user" role. 

The authentication mechanism itself is completely orthogonal and described in chapter 
"Authentication". 

Spring example for "authenticated principal injection": 

Spring XML fragment 

 <bean id="principalProviderUser"  

  class="de.intarsys.cloudsuite.gears.security.spring. \  

SpringSecurityPrincipalProvider">  

  <property name="role" value="urn:intarsys:names:principal:1.0:role:User" />  

  <property name="keyConverter">  

   <bean class="de.intarsys.cloudsuite.gears.security.spring. \  

AuthenticationToStringConverter"/>  

  </property>  

  <property name="principalDao" ref="modelPrincipalDao" />  

 </bean>  

9.10.5 Default configuration  

The default configuration holds three principal providers, one for "tenant", "client" and 
"user". 

The respective definitions are 
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Spring XML fragment 

<bean  

  id="principalProviderTenant"    

  class="de.intarsys.cloudsuite.gears.model.entity.principal.StaticPrincipalProvider">  

  

 <property name="role" value="urn:intarsys:names:principal:1.0:role:Tenant" />  

 <property name="principal">  

  <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal">  

   <property name="name" value="tenant" />  

  </bean>  

 </property>  

</bean>  

 

<bean  

  id="principalProviderClient"    

  class="de.intarsys.cloudsuite.gears.model.entity.principal.StaticPrincipalProvider">  

 <property name="role" value="urn:intarsys:names:principal:1.0:role:Client" />  

 <property name="principal">  

  <bean class="de.intarsys.cloudsuite.gears.model.entity.principal.GenericPrincipal">  

   <property name="name" value="client" />  

  </bean>  

 </property>  

</bean>  

 

<bean id="principalProviderUser"  

  class="de.intarsys.cloudsuite.gears.model.entity.principal.ExplicitPrincipalProvider">  

  <property name="role" value="urn:intarsys:names:principal:1.0:role:User" />  

  <property name="principalDao" ref="modelPrincipalDao" />  

 </bean>  

 

 <bean id="modelPrincipalDao" 

class="de.intarsys.cloudsuite.gears.model.entity.principal.LiteralPrincipalDao">  

 </bean>  

To overwrite these definitions, you include a bean definition with the respective name 
"principalProviderTenant", "principalProviderClient" or "principalProviderUser" in your 
own configuration. 
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9.11 Services 

All service configuration is done via Spring beans and can be overridden in your custom 
Spring configuration. 

9.11.1 Signer 

9.11.1.1 Static configuration  

"static configuration" here denotes beans and properties that are supplied by an 
administrator for the gears application and apply to all runtime features. 

There is currently no static configuration for the signer required. 

9.11.1.2 Flow Configurations  

A signer is using a "FlowSignerConfiguration" to define the context for the service to be 
processed. For details on a Configuration structure see chapter Configuration. Note that 
not all configuration properties are supported or make sense for a signer (e.g. properties 
describing UI elements). 

The concrete configuration is passed in the "configuration" parameter when creating a 
signer. This can be a reference, a literal configuration or an array thereof. 

The most useful property for defining a signer configuration is the "definitions" property. 
This allows to define a template for a complete signer call. This way you can avoid to 
scatter signature related details throughout your application. 

9.11.2 Viewer  

9.11.2.1 Flow configuration  

You can provide multiple configurations for a viewer for use in different scenarios.  

The concrete configuration is passed in the "configuration" parameter when creating a 
signer. This can be a reference, a literal configuration or an array thereof. 

For example, the gears demo will provide a "plain" configuration, where only the basic 
document viewing features are present and a "demoSignature" configuration, where you 
have a selection of three buttons for different signature types. 

You can define your own configuration where you can provide only buttons appropriate 
for a dedicated use case. You do this in your custom bean definition or literally in the call 
to viewer/create.  

Be aware that this definition is a quite advanced and complex topic, involving 
interpretation both in the client and the server, both at startup and execution runtime. 
The complete documentation is in the section "Reference". 
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Spring XML fragment 

<bean 

class="de.intarsys.cloudsuite.gears.core.service.viewer.impl.FlowViewerConfiguration">  

 <property name="id" value="demoCustom" />  

 <property name=" widgets ">  

  <list>  

   <w:widget parent="de.intarsys.widget.toolbar.additions"  

    label="${nlsmsg.de.intarsys.gears.core.demo.messages#btnSignFixed.label}" 

icon="pencil">  

    <w:on event="select" do="Sign">  

      <entry key="requireField" value="false" />  

      <entry key="requireSignature" value="false" />  

      <entry key="field" value="x=355;y=165;width=60;height=50" />  

      <entry key="pageRange" value="last" />  

      <entry key="signerCreate.configuration" 

value="?{flow.variables.signerCreate.configuration}" />  

      <entry key="signerCreate.options" value="?{flow.variables.signerCreate.options}" 

/>  

      <entry key="signerCreate.args" value="?{flow.variables.signerCreate.args}" />  

    </w:on>  

   </w:widget>  

  </list>  

 </property>  

</bean>  

 

This is a template for creating your own signature button. 

We need a bean of type "FlowViewerConfiguration" with an "id" property. This bean is 
registered in the server and can be requested in the viewer creation service. 

To add a custom button we add a new widget as a child of the 
"de.intarsys.widget.toolbar.additions" widget. You should add a "label" attribute and an 
"icon" property.  

The widget is then associated with an action, here triggered by the "select" event of the 
button. The action is a predefined "SignerAction".  

gears will execute the action according to the action properties (e.g. "requireField" and 
"requireSignature") and allows you even to merge the arguments to the "signerCreate" 
flow with arguments you have provided with the viewer call. 

For details of the available action definitions see the respective reference chapters. 

9.11.2.2 PDF vs PDF/A 

The PDF syntax and semantics is an ISO standard (ISO 32000-x), defining encoding and 
rendering of electronic documents. Being a de-facto "silver bullet" in nearly every business 
document workflow and exchange process, its biggest drawback is the extremely wide 
range of possibilities and its dependence on external font resources. 

The PDF/A set of standards comes to the rescue to restrict plain PDF to a subset that is 
self-contained and guaranteed to be long-term usable. This is the reason you should 
always use PDF documents compliant to one of the PDF/A conformance levels. 

For this product, only PDF/A compliant documents are officially supported. 

That said, most of non-PDF/A documents should render without problems out of the box. 
Here, we present some details how to proceed if a document cannot be rendered 
properly. 

For the viewer component there are two main areas of interest regarding rendering non-
PDF/A documents.  

9.11.2.3 Dynamic content  

First, as a "trusted viewer", we do not render any (well, most) of the dynamic content that 
may be contained in a PDF. In theory, you may include JavaScript that modifies the 
appearance of the document - something you do not really want to happen when signing 
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a contract. There's nothing you can do in the built-in rendering to change this rendering 
queue. The best idea would be to preprocess the document and "flatten" it, means 
creating a new PDF document where the dynamic rendering is executed once and a new 
static PDF is created. Using a PDF/A converter will do exactly this. 

9.11.2.4 Font handling  

Second, rendering documents without embedded fonts is something that is near to black 
arts. The outcome is dependent on the rendering platform context, the "correct" 
resolution of a font is only a heuristic. 

The way font resolution works is as follows: 

1. Lookup an embedded font in the document 
2. If lookup fails, register all user defined fonts 
3. Lookup in font registry 
4. If lookup fails, register all system fonts 
5. Lookup in font registry 
6. If lookup fails, resume with 1, looking for a "regular" version of the font 
7. If lookup fails, resume with 1. looking for a version of the font implemented in 

another font program (Type1 vs TrueType) 
8. If lookup fails, try to replace with "Arial" if a TrueType font was searched 
9. If lookup fails, try to replace with "Helvetica" if a Type1 font was searched. 

We see, the easiest way to provide a font that is not embedded is importing it into the 
platform specific font directory. 

 

9.11.3 Explorer  

You can provide multiple configurations for an explorer for use in different scenarios.  

The concrete configuration is passed in the "configuration" parameter when creating a 
signer. This can be a reference, a literal configuration or an array thereof. 

For example, the default implementation will provide a "demoSignature" configuration, 
where you have an additional button for batch signing the documents. 

You can define your own configuration where you can provide only buttons appropriate 
for a dedicated use case. You do this in your custom bean definition.  

The definition is similar to the viewer configuration above. 

9.11.4 Timestamper  

9.11.4.1 Flow Configurations  

Similar to the signer, a timestamper is using a "FlowTimestamperConfiguration" to define 
the context for the service to be processed. For details on a Configuration structure see 
chapter Configuration. Note that not all configuration properties are supported or make 
sense for a timestamper (e.g. properties describing UI elements). 

The concrete configuration is passed in the "configuration" parameter when creating a timestamper. 
This can be a reference, a literal configuration or an array thereof. 

9.12 Signature environment  

Some services leverage environmental configuration to execute signature-related 
processes. This configuration is given by beans and properties that are supplied by an 
administrator for the gears application and apply to all runtime features. 
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9.12.1 Timestamp c reation  

Processes like the creation of longterm-validatable signatures require the addition of 
timestamps. While the timestamp service to use can be determined per request, it is 
possible to configure a default timestamp service for fallback use. 

The following properties are supported: 

signatureEnvironment.defaultTimestampDevice 

string 
 

The name of the timestamp device to use by default. 
 
Default: default@tsa 

9.12.2 Signature validation  

Some processes and utilities may require the execution of signature validation processes. 
Examples are the creation of LT-level signatures or displaying the signature integrity within 
ǘƘŜ ǾƛŜǿŜǊΩǎ {ƛƎƴŀǘǳǊŜǎ{ƛŘŜōŀǊ ŎƻƳǇƻƴŜƴǘΦ 

Be aware that signature validation requires HTTP and HTTPS access to external resources. 
In exceptional cases, outgoing LDAP connectivity may be necessary in order to obtain 
certificate revocation lists. 

The following properties are supported: 

digsig.validation.validationContext.qualificationSeverity 

string 
 

Identifier determining how non-qualified signatures are being handled. Must be one 
of: error | warning | info 
 
The meaning is as follows: 

¶ error: Reject the signature if it is not qualified. 

¶ warning: Show a warning if the signature is not qualified. 

¶ info: Accept an otherwise valid signature, even if it is not qualified. 
 
Default: error 

9.12.3 Trusted list management  

The signature validation algorithm heavily relies on trust anchors defined in trusted list. 
While a current set of trusted lists is shipped with the application, certificates being 
registered and used are ever-changing, so that these lists need to be updated from time to 
ǘƛƳŜΦ ¢ƻ ŜƴǎǳǊŜ ȅƻǳΩǊŜ ŀƭǿŀȅǎ ǳǇ-to-date, you can schedule an automatic trusted list 
update, using a cron expression which triggers the update at a time which best suits your 
ŜƴǾƛǊƻƴƳŜƴǘΩǎ ŎƻƴǎǘǊŀƛƴǘǎΦ 

Be aware that updating trusted lists requires HTTP and HTTPS access to external 
resources. 

The following properties are supported: 

trustedLists.update.cron 

string 
 

A Spring cron expression defining the time trigger for automatic trusted list update. 
Details on how to define such expressions are given in https://docs.spring.io/spring-
framework/docs/current/javadoc-
api/org/springframework/scheduling/support/CronExpression.html 
Example: 

# update trusted list every Sunday at midnight  

trustedLists.update.cron=0 0 0 * * SUN  

If omitted, no automatic update is performed. 

https://docs.spring.io/spring-framework/docs/current/javadoc-api/org/springframework/scheduling/support/CronExpression.html
https://docs.spring.io/spring-framework/docs/current/javadoc-api/org/springframework/scheduling/support/CronExpression.html
https://docs.spring.io/spring-framework/docs/current/javadoc-api/org/springframework/scheduling/support/CronExpression.html
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9.13 Load Balancing  

As described in [2], gears has built-in support for load balancing.  

This enables seamless, sticky addressing of the correct gears instance through all involved 
conversation participants. 

[ƻŀŘ ōŀƭŀƴŎƛƴƎ Ŏŀƴ ōŜ ǎƛƳǇƭȅ ŜƴŀōƭŜŘ ōȅ ŀŘŘƛƴƎ ǘƘŜ άƭƻŀŘōŀƭŀƴŎŜέ ǇǊƻŦƛƭŜ ǘƻ ǘƘŜ 
gears.properties. 

Example 

spring.profiles.active=demo,loadbalance  

This will enable the following 

o hƴ ŜǾŜǊȅ ƻǳǘƎƻƛƴƎ I¢¢t ǊŜǎǇƻƴǎŜ ŀ ŎƻƻƪƛŜ άǎǘƛŎƪȅψƛŘέ ƛǎ ŀŘŘŜŘ ǘƘŀǘ 
uniquely identifies the gears instance. This cookie is for load balancer 
use only. If you rely on the cookie in your application/configuration you 
may loose the ability to have more than a single conversation active. 

o On every URL that is emitted and that finally involves gears a query 
ǇŀǊŀƳŜǘŜǊ άǎǘƛŎƪȅψƛŘέ ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀŘŘŜŘ όŜΦƎΦ ǘƘŜ ǾƛŜǿŜǊ ǊŜŘƛǊŜŎǘύ 

o ¢ƘŜ άψƭƛƴƪǎέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ ƴƻƴ Ŧƛƴŀƭ ǊŜǇƭȅ ǎǘŀƎŜǎ ƛǎ ŦƛƭƭŜŘ ǿƛǘƘ Ŧǳƭƭȅ 
instrumented endpoint URLs. With correct load balancer setup these will 
address the correct gears instance. 

The only (but important) thing your client application must be aware of is the decoration 
ƻŦ ŜǾŜǊȅ ŎƻƴǾŜǊǎŀǘƛƻƴ ǊŜƭŀǘŜŘ ǊŜǉǳŜǎǘ ǿƛǘƘ ǘƘŜ άǎǘƛŎƪȅψƛŘέ ǉǳŜǊȅ ǇŀǊŀƳŜǘŜǊΦ If you choose 
ǘƻ ǳǎŜ ǘƘŜ ƛƴŘƛǊŜŎǘƛƻƴ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ άψƭƛƴƪǎέ ǎŜŎǘƛƻƴΣ ȅƻǳ ŀǊŜ ǊŜŀŘȅΦ ¢Ƙƛǎ ƛǎ ǘƘŜ 
ǊŜŎƻƳƳŜƴŘŜŘ ŀǇǇǊƻŀŎƘ ŀǎ ƛǘ ƛǎ άŦǳǘǳǊŜ ǇǊƻƻŦέ ǿƘŜƴ ƳƻǊŜ ōŜƭƭǎ ŀƴŘ ǿƘƛǎǘƭŜǎ ŀǊŜ ŀŘŘŜŘ ǘƻ 
the gears protocol. 

9.13.1 Additional gears configuration  

If the default behavior is not matching your needs there are some properties you can 
tweak. 

loadbalance.cookieName 

string The name of the cookie / query parameter that is added to the protocol 
elements. 
 
Do not change this without need as not all protocol participants play nicely 
with generic field names 

loadbalance.cookieValue 

string The value of the sticky_id property that is published. 
 
By default this is a random UUID for each server. 

9.13.2 Load balancer configuration  

A typical load balancer configuration will implement the following behavior 

¶ On request, lookup the sticky_id query parameter and select the corresponding 
server from the map 

¶ If no sticky_id is present, take a server that matches your load balancing strategy 

¶ On response, eȄǘǊŀŎǘ ǘƘŜ άǎǘƛŎƪȅψƛŘέ ŎƻƻƪƛŜ ŀƴŘ ǎǘƻǊŜ ŦƻǊ later retrieval of the 
corresponding server 

¢ƘŀǘΩǎ ƛǘΦ 
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This process is chosen because it does not need any payload inspection or deep protocol 
ƪƴƻǿƭŜŘƎŜΦ ¢ƘŜ άƘŀǊŘ ǿƻǊƪέ ƛǎ ŘƻƴŜ ōȅ ƎŜŀǊǎ ōȅ ŘŜŎƻǊŀǘƛƴƎ ǘƘŜ ¦w[ǎ ǿƛǘƘ ǘƘŜ ŎƻǊǊŜŎǘ 
sticky_id. 

A simple example configuration for the well-known HAProxy shows the concept: 

global  

  

    # The global section defines the global logging to standard out using the default 

format  

    log stdout format raw local0  

    # Uncomment the statement below to turn on verbose logging  

    # debug  

    

defaults  

  

    # haproxy works in http mode (layer 7)  

    mode        http  

    # redirects all logging to the global log definition and activates http based log  

    log         global  

    option      httplog  

    # The default timeout is infinite, so set up some useful constraints.  

    timeout     connect         10s  

    timeout     client          1m  

    timeout     server          1m  

    # If sending a request to one server fails, try to send it to another, 3 times 

before aborting the request  

    retries 3  

  

frontend http - in  

  

    # make gears aware that it is behind a proxy  

    option forwardfor  

    # bind to port 80 on any interface  

    bind *:80  

    # send all requests to this backend  

    default_backend gears_core  

  

backend gears_core  

  

    # use all servers in turn  

    balance roundrobin  

  

    # we need a stick table that can handle the gears sticky_id  

    stick - table type string len 64 size 5M expire 30m  

    # matching sticky_id in query  

    stick match url_param(sticky_id)  

    # we must fill the table with the cookie retur ned by gears  

    stick store - response res.cook(sticky_id)  

      

    # the servers are hosted on the container machine, check is made for availability  

    server server0 host.docker.internal:8090 check  

    server server1 host.docker.internal:8091 check  

    server server2 host.docker.internal:8092 check  

9.13.3 Bridge integration  

Gears load balancing includes the bridge agent, even so it runs in a completely different 
process space.  

To take advantage of the integration, you must use at least bridge version 7.1.11. 

9.14 String expansion  

Some namespaces supported by the string expansion grant access to sensitive data like 
ǎŜŎǊŜǘǎ ƻǊ ǘƘŜ ǎŜǊǾƛŎŜΩǎ ŜƴǾƛǊƻƴƳŜƴǘ ǾŀǊƛŀōƭŜǎΦ .ȅ ŘŜŦŀǳƭǘΣ ŜȄǇǊŜǎǎƛƻƴǎ ƛƴ ǘƘŜǎŜ ǎŜƴǎƛǘƛǾŜ 
namespaces are only resolved for trusted data. The following two configuration properties 
can be used to selectively lift this restriction so that such expressions are also resolved in 
untrusted data like user input or request arguments: 
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¶ gears.core.expressions.untrusted.allow 

¶ gears.core.expressions.untrusted.block 

The values of these properties are Java-flavored regular expressions. Sensitive expressions 
that match the allow-expression, but not the block-expression are also resolved for 
untrusted data.  

For example, the following properties allow the resolution of the environment variable 
PORT and all myservice-related configuration properties except 
properties.myservice.password: 

gears.core.expressions.untrusted.allow =environment \ \ .PORT|properties \ \ .myservice \ \ ..*  

gears.core.expressions.untrusted.block=properties \ \ .myservice \ \ .password  

NOTE In a regular expression, the dot άΦέ is a wildcard that matches any character. If you 
want to match a literal dot, you should precede it with a backslash to ignore its special 
meaning. Unfortunately, in property files, the backslash itself has a special meaning and 
therefore has to be escaped as ά\ \έ. In sum, a literal dot in a regular expression in a 
ǇǊƻǇŜǊǘȅ ŦƛƭŜ ƛǎ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ά\ \ΦέΦ 

NOTE The configuration properties above should be used carefully to prevent any leak of 
sensitive information! 
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10. UI definition  

10.1 Overview  

Some application components have a customizable user interface. 

The building blocks for customization are the "widget" and "action" definitions. A "widget" 
defines the UI structure, an "action" defines the application behavior. You can find a 
detailed reference for this in section "Reference". Here we go through the topic in an 
informal manner. 

An example may be the "Sign" action. Its behavior upon execution on the server side is to 
call the gears endpoint "signer/create" and create a signer flow. It provides properties that 
define the interaction with the user, e.g., whether the interaction is allowed to create a 
visible field and properties that directly act as input to the signer flow. 

This "Sign" action can be plugged into a "Viewer" flow and mapped to a toolbar button 
using a widget. 

This is the basic pattern that is used throughout gears to allow for customization of user 
interface layout and behavior. 

10.2 Widget definition  

10.2.1 Structure  

The widget defines the UI control element with which the user interacts to initiate actions 
in the application. 

A widget can be anything from a button to a complete viewer that itself is a container for 
other widgets. Widgets are arranged hierarchically, though. 

The widget definitions are requested from the UI component upon start, the component 
configures its layout then accordingly.  

For a complete reference, see chapter WidgetSpec. 

Let's start with a simple example 
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Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" id="sign" label="Signiere">  

 <w:on event="select"  do="Sign">  

   <entry key="requireField" value="false" />  

   <entry key="requireSignature" value="false" />  

   <entry key="signerCreate.configuration" value=" myConfiguration " />  

 </w:on>  

</w:widget>  

JSON fragment 

{  

    "id": "sign",  

    "label": "Signiere",  

    "parent": "de.intarsys.widget.toolbar.additions",  

    "callbacks":  

    {  

        "select":  

        {  

            "factory": "Sign",  

            "args":  

            {  

                "requireField": false,  

                "requireSignature": false,  

                "signerCreate.configuration": "myConfiguration"  

            }  

        }  

    }  

}  

The widget type defines the type of control element that is created ς but this is derived 
from the context very often, e.g. a widget in a toolbar is by default a button (like in the 
example above). 

The widget id defines its identity and allows direct access for different use cases, e.g. 
defining a hierarchy, switching widget properties or programmatically triggering events. 

The widget parent allows to define the hierarchy and the role of the widget in the UI. The 
predefined widget extension points are documented in the reference section. 

The label, tip and icon properties define aspects of the visual appearance of the widget (if 
supported by the type). 

Besides these properties that are available as XML attributes, a widget can possess any set 
of additional properties. These can be defined using the "w:property" element: 

Spring XML fragment 

<w:widget id="de.intarsys.widget.toolbar">  

 <w:property name="visible" value="false" />  

</w:widget>  

JSON fragment 

{  

    "id": "de.intarsys.widget.toolbar",  

    "properties":  

    {  

        "visible": false  

    }  

}  

The properties supported depend on the widget type. 

Another important feature of widgets is the hierarchy definition. You can either nest 
widgets simply ς this is not very common and so this example is rather advanced: 
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Spring XML fragment 

<w:widget parent="de.intarsys.widget.renderer.overlays" id="annotations" 

type="AnnotationsOverlay">  

 <w:widget id="canvas" type="switch">  

  <w:widget type="case">  

   <w:property name="type" value="Widget" />  

   <w:property name="subType" value="Sig" />  

   <w:property name="signed" value="false" />  

   <w:on event="select"  do="Sign"  / > 

  </w:widget>  

 </w:widget>  

 <w:widget id="popup">  

  <w:widget label="Sign..">  

   <w:property name="type" value="Widget" />  

   <w:property name="subType" value="Sig" />  

   <w:property name="signed" value="false" />  

   <w:on event="select  do="Sign"  / > 

  </w:widget>  

 ...  

...  

JSON fragment 

 

{  

    "parent": "de.intarsys.widget.renderer.overlays",  

    "id": "annotations",  

    "type": "AnnotationsOverlay",  

    "children": [  

        {  

            "id": "canvas",  

            "type": "switch",  

            "children": [  

                {  

                    "type": "case",  

                    "properties":  

                    {  

                        "type": "Widget",  

                        "subType": "Sig",  

                        "signed": false  

                    },  

                    "callbacks":  

                    {  

                        "select":  

                        {  

                            "factory": "Sign"  

                        }  

                    }  

                }  

            ]  

        },  

        {  

            "id": "popup",  

            "children": [  

                {  

                    "label": "Sign...",  

                    "properties":  

                    {  

                        "type": "Widget",  

                        "subType": "Sig",  

                        "signed": false  

                    },  

                    "callbacks":  

                    {  

                        "select":  

                        {  

                            "factory": "Sign"  

                        }  

                    }  

                }  

            ]  

        }  

    ]  

}  
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A hierarchy definition that is used more often operates by referencing the parent in the 
parent attribute like in the first example. 

10.2.2 Icon  

The icon property is particularly interesting because of the mechanics that are supported 
behind the scene. 

The use of icons in the application is based on fontawesome, a well-known icon library. 
With the advent of plugins (see [3]) you have access to all of over 7000 available icons (see 
https://fontawesome.com/icons?d=gallery). 

To address the icons properly you must provide the icon name in the form 

prefix:name  

with the prefix one of the fontawesome icon set prefixes 

¶ far 

¶ fas 

¶ fal 

¶ fab 

¶ fad 

e.g.  

Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" icon="fas:angry">  

 <w:on event="select" do="Alert">  

   <entry key="message" value="hi" />  

 </w:on>  

</w:widget>  

JSON fragment 

{  

    "parent": "de.intarsys.widget.toolbar.additions",  

    "icon": "fas:angry",  

    "callbacks":  

    {  

        "select":  

        {  

            "factory": "Alert",  

            "args":  

            {  

                "message": "hi"  

            }  

        }  

    }  

}  

If no prefix is supplied, "far" is used. 

You can see a list of all icons currently loaded into the application and available for use in 
a widget using the link 

<host> /cloudsuite - gears/core/ng/dev/icons  

This is what you will see: 
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10.2.3 Button s tyling  

If no type is specified, an icon button is created. The labelτif presentτ is only used as a 
ǘƻƻƭǘƛǇΦ ²ƛŘƎŜǘǎ ǿƛǘƘ ŀƴ ŜȄǇƭƛŎƛǘ ŘŜŎƭŀǊŀǘƛƻƴ ά.ǳǘǘƻƴέ Ŏŀƴ ƘŀǾŜ ōƻǘƘ ŀƴ ƛŎƻƴ ŀƴŘ ŀ ƭŀōŜƭ 
which in turn support additional styling. Instead of specifying these as a simple string, you 
can specify a nested element with name icon or label. 

¢ƘŜ ƛŎƻƴΩǎ ǇǊƻǇŜǊǘȅ descriptor receives the prefixed icon name and the property css 
receives styling instructions in CSS format. 

¢ƘŜ ƭŀōŜƭΩǎ ǇǊƻǇŜǊǘȅ message receives the label string and the property css receives styling 
instructions in CSS format. 
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Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" type="Button">  

 <w:icon descriptor="far:smile "  css="color: red;" />  

 <w:label message="Say hi" css="font - size: larger;" />  

 <w:on event="select" do="Alert">  

   <entry key="message" value="hi" />  

 </w:on>  

</w:widget>  

JSON fragment 

{  

    "parent": "de.intarsys.widget.toolbar.additions",  

    "type": "Button",  

    "icon": {  

        "descriptor": "far:smile",  

        "css": "color:red;"  

    },  

    "label": {  

        "message": "Say hi",  

        "css": "font - size:larger;"  

    },  

    "callbacks": {  

        "select": {  

            "factory": "Alert",  

            "args": {  

                "message": "hi"  

            }  

        }  

    }  

}  

10.2.4 Behavior  

A more interesting part is the fact that a widget can trigger actions and as such control the 
application behavior. This is done in the w:on child element. 
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Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" id="sign" label="Signiere">  

    <w:on event="select">  

        <w:action factory="Sign">  

            <entry key="requireField" value="false"/>  

            <entry key="requireSignature" value="false"/>  

            <entry key="signerCreate.configuration" value="myConfiguration"/>  

        </w:action>  

    </w:on>  

</w:widget>  

JSON fragment 

 

{  

    "id": "sign",  

    "label": "Signiere",  

    "parent": "de.intarsys.widget.toolbar.additions",  

    "callbacks":  

    {  

        "select":  

        {  

            "factory": "Sign",  

            "args":  

            {  

                "requireField": false,  

                "requireSignature": false,  

                "signerCreate.configuration": "myConfiguration"  

            }  

        }  

    }  

}  

Our initial example defines that a "select" event from the widget (the button press for a 
toolbar item) is bound to an action (see chapter below). 

There are many predefined actions to support application customization. 

The combination of w:on with a single action is so frequent that we support a shortcut. 
You add the action.factory as the on.do attribute and inline the entry elements in the 
w:on element. The example from above will look like this: 

Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" id="sign" label="Signiere">  

 <w:on event="select"  do="Sign" > 

  <entry key="requireField" value="false" />  

  <entry key="requireSignature" value="false" />  

  <entry key="signerCreate.configuration" value=" myConfiguration " />  

 </w:on>  

</w:widget>  

In our documentation we use the short XML form where possible. 

10.3 Action definition  

10.3.1 Plain action  

Actions define the behavioral part of the application. Typically, an action is attached to a 
widget's event callback via the w:on element. Let's refresh our memory with the simple 
example: 
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Spring XML fragment 

<w:widget parent="de.intarsys.widget.toolbar.additions" id="sign" label="Signiere">  

 <w:on event="select"  do="Sign">  

   <entry key="requireField" value="false" />  

   <entry key="requireSignature" value="false" />  

   <entry key="signerCreate.configuration" value=" myConfiguration " />  

 </w:on>  

</w:widget>  

JSON fragment 

 

{  

    "id": "sign",  

    "label": "Signiere",  

    "parent": "de.intarsys.widget.toolbar.additions",  

    "callbacks":  

    {  

        "select":  

        {  

            "factory": "Sign",  

            "args":  

            {  

                "requireField": false,  

                "requireSignature": false,  

                "signerCreate.configuration": "myConfiguration"  

            }  

        }  

    }  

}  

This definition binds a signer action to a toolbar widget. 

An action definition requires a factory, which is one of the well-known predefined action 
types (see section "Action reference"). Most often the action can be parameterized with 
additional arguments to refine the execution. In the example above, we tell the "Sign" 
action that no local field definition or graphical signature is collected before signature 
creation. 

10.3.2 Complex action  

You can define a more complex action block with these elements 

¶ w:action 

¶ w:catch 

¶ w:finally 

Example  






































































































































































































































































































































































































































































































































































